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Preface

Preface

The Lower Saxony resezh networkiiSmart Norad has achieved its goals. In this research network
supported by Lower Saxonyds Mi nifNiedersachsisthesSci e n «
Vorabd grant programmevith an amount oft,.1 Mi | | ,ialbont 4Qiscientisof the universities of

Oldenburg, Brunswick, Hanover and Clawadtas well as théOFFIS Institute for Information

Technology, the Energy ReselarCentre of Lower Saxony and NEXT ENERGYe EWE

Research Center of Energy Tackogy e. V. workdtogetherfor three yearé six subprojects.

In the past three yeafBom 3/2012 to 2/2015khe interdisciplinary research network Smart Nord
aimed to create contributions to coordinateé@centralized provision of aedi power,contmol

power and reactive power in distribution gridhich allow a stable system operatidinerefore

the development of a new ICT infrastructure which includes all the new components of the
distribution gridgs required.

The subprojecs were motivated bythe transformation of the European and especially German
power system which includes the shutdown of nuclear pg@iars, the replacement of fossil
power plants with converter based decentralized generation unitsyehéntensifyingeuropean
power marlkt andinstallation of Smart Grids and their ICT infrastructure. In addition to these
changes, a high amount of new power lines and transfonmdtsfil the changing transmission
and distribution taskaill be included in all grid voltage levels as wali new control strategies.

Based orthis transformation ofhe power systensubproject &P 1 wasfocused on methods for
decentralized coordinated active power managementto allow decentralized and especially
renewable generation units contributeto the power market. Another market which can be opened
to these units is the market for ancillary serviespecially provision of control power and reactive
power, to support the power grid and the realization of the technical requireif&pg). The
desiq and requirements of these above mentioned future marlakte ha setwithin the project
(SP3). This includd the design of new products and marketing opportunities. Based on the unit
dispatch which resudtd from SP1-3, the resulting states of the miamission and distribution grids
were evaluated in stationary and dynamiimulatiors to analyse the frequency stability in order to
identify measures to ensure frequency stability in future (i&#4). The control strategies for
distribution grids witha high amount of volatile converter connected generation waits also
evaluated $P5). This includd strategies for distribution grids connected to the transmission grid
andislandingdistribution grids without connection to other gri&26 aimed athe analysis of the
potential for the construction of new renewaleneration units based on environmental
conditions.

The following report introduces Smart Nord to you and shows the various resulie sfib
projects and their worgackagesFor furtherinformation please visit www.smartnord.de.

Prof. Dr-Ing. habil. Lutz Hofmann Prof. Dr.rer. nat. habilMichael Sonnenschein
Institute of Electric Power Systems Department of Computing Science
Leibniz Universitat Hannover Carl von Ossietzkyniversitét Oldenburg
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Introduction

Smar't Nor d

fiSmart Nordi Intelligente Netze Norddeutschlamavhich stands forfismartgrids in northern
Germany is an interdisciplinary research netwoskipportedfor three yearqfrom 3/2012 to
2/2015) by the Lower Saxony Ministry of Sciencedaulture through théNiedersachsisches
Voraho grant programme witd.1 Mi | | iSomrt Nardwas organized in sisupprojectswith
research partners from up to four universities and research instifutdswere:

Sub-Project One - Decentralized Provision of Active Power
coordinatey Michael Sonnenschein

Research partngr

Universityof Oldenburg

OFFISi Institutefor InformationTechnology
TechnischeJniversitatBraunschweig

Sub-Project Two - Grid Stabilizing Ancillary Services
coordinatedy Sebastian Lehnhoff

Research partners:

OFFISi Institutefor InformationTechndogy
Universityof Oldenburg

Leibniz UniversitatHannover
TechnischaJniversitatBraunschweig

Sub-Project Three - Integrated Market
coordinatecby Michael Kurrat

Research partners:
TechnischaJniversitatBraunschweig
OFFIST Institutefor InformationTechology
Leibniz UniversitatHannover

Sub-Project Four - Distribution and Transmission System
coordinatedy Lutz Hofmann

Research partners:

Leibniz UniversitatHannover
TechnischaJniversitatBraunschweig
EWE-Forschungszentrumiir Energietechnologie.V.

Sub-Project Five - System Theory for Active Distribution Grids
coordinatecby HansPeter Beck

Research partners:
ClausthalJniversity of Technology
Universityof Oldenburg

13
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Sub-Project Sixi SmartSpatial
coordinatedy Christina von Haaren

Research partners
Leibniz UniversitatHannover

On the following pagesn overview ovethe research aims tiie sixsubprojectsis given They
are introduced with a brief explanationdavisualisation of the contents as well as their interaction
and collaboration, espiadly in the subprojectsl-4 within the work group scenario design

14



Introduction

Overeawvn S mar t Nor d

The following pictures and annotatiorshall givea general overview and understangd of the
connectionsaind collaborationbetween thesystem layersnarket, funtion, information, hardware,
grid and environmentvhich are handled in theibprojectsl-6 and the collaborations between the
subprojects

Figurel shows tle setup and connectionstbk subprojectsl-4. The main research area$ these
subprojectsare the operation of an interconnected energy systpneading over four voltage
levels with a high amount of decentralizednewable generation. In the $lew decentralised
market structures are examined in addition to a market based interface. A nepassafythe
market is the market for ancillary services which is basedoofar existing units. In the lower
voltage levels of the distribution grid, the units are organised within virtual dynamic coalitions.
These coalitions are subjected to a decemgdlregulation and control strategy which is realized
by an agenbasednformation and communication technolod@ ) infrastructure.

Market for German Market European Market
Ancillary Services for Energy for Energy

Function

c
§=)
IS

IS

=

o
—
=

Transmission

station [N

Hardware

Local Services

Figurel: Setup and connections sxibprojectsl-4
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Based on the design of new tradable products and the resulte ofatfkets, further analysis is
possible.The stationary operational behaviour of the system under the constraints of decentralised
provision of active and reactive power as well is calculated for several stationary cases and
evaluated with regard to operatal and technical boundary conditions addition to stationary
analysis, the decentralised provision of ancillary services to ensure the frequency stability
measures to ensure the frequency stability in fudystemsare analysed.

In order to worktogether on comprehensive topics, specialised work groups were estafdlisbed.

work group Scenario Design has developed joint scenarios and herewith corresponding grid models
asjoint evaluation environment fdhe studies irsub-projectsl-4 to allow acommon simulation at
several research institutes atexchange of research results.

Autonomous System _ | Local Services

Figure2: Setup of S
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Figure2 shows the setup of S and possible connections to the other SP. Within this SP,
MicroGrids with a high amount of renewable generaunits are evaluated. These MicroGrids are
simulated as islanded grids without any connections to neighbour grids and as part of the
interconnected energy system. In addition, the possibilities of a virtual synchronous generator for
providing ancillaryservices with the use of converters are evaluated. The second part of this SP is a
systemtheoretical approach influenced by the stochastic disturbance of regenerative systems. The
last part of this SP is the construction of a demonstrator to evaluagarthlations in real power

systems.

Figure3 shows the setup of S This SP evaluated the local potential of possible construction
sites for renewable generation units. It identifies the potential of several renewable energy sources
in predesigned regionand identifies an efficient energy mix fa specific regionunder
consideration of environmental requirements.

8
3
o
Rt
&
&

Figure3: Setup of SB

On the following pages detailed reports of each SP are given. These detailed reports are headed by
an introduction bthe joint evaluation scenarios which were created by the work group scenario
design for the subrojectsl-4.

17
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Work Group :
Scenario Design for SukProjects 1-4
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Wor k Group: Scenari o Desig

Marita Blank', Timo Breithaupt, JérgBremer, Arne Dammash®, SteffenGarské,
TholeKlingenberd, StefanieKoch®, OntjeLiinsdorf, Astrid NieRée', StefanScherfké,
Lutz Hofmanrf andMichael Sonnenschein

1 Goals

Within the multidisciplinary research project Smélord, different research questions have been
addessed which concern different fields and system levels. However, several work packages
require crosslisciplinary information and models and are dependent on results from other project
partners. A simulation of the whole system taking into account alar@sejuestions within all

work packages was not available and could not be realised at once. Nevertheless, the evaluation of
the SP1-4 had to be built on the same basic assumptions in order to guarantee compatible and
comparable project results. For thisason, the work group Scenario Desigrconsisting of
researchers from all partner institutes and work packageas developed joint scenarios and
herewith corresponding grid models as evaluation environment for all partnersSia ke

The scenariokad to be valid for all voltage levels from uHnagh voltage to low voltage and have

been transferred to the corresponding grid models. Furthermore, the present regional structure of
loads and generating units had to be represented as well as estrfatitheir future development
according to actual studies (see SecBhnWith the developed scenarios characteristic points in
time (high load, low load) and time horizons (e.g. winter, summer) can be investigated in order to
evaluate the different algthms und approaches within the project under different case studies.

2 Related Work

The terms scenario and scenario design are used in different ways depending on the domain under
investigation[1] (e.g. in companies, energy system, algorithm design) thadpurpose the
scenarios are used for. In companies, scenarios for future development can be used to identify new
business strategid2]. For energy systems, the design of future scenarios is an essential step for
research studies. There, scenariosuaes, e.g., to define goals for future energy systems (e.g. the
energy concept of Germaifi$]) or to make assumptions or predictions on future developments of

the overall energy system. The predictions can be utilised to evaluate the development af differe
system parameters such as the need for network expansion depending on, e.g., different energy
mixes or different assumption on energy consumptjiéh [6], [6] and[7]). Moreover, structural

and economic effects can be investigated for different siosnand conclusions can be drawn for
different approaches such as the need of flexibility (8]3. In [9] migration paths are described

for information and communication technologies of different Smart Grid scenarios. Furthermore,
scenario design is amportant step during algorithm engineering especially for applications in
Smart Grid approachg$0].

! University of Oldenburg, 2612®Idenburg, Germany,
{forename.surname}@uroldenburg.deDepartmentf ComputingScience

¢ Leibniz UniversitatHannover 3016 7Hanover, Germany,
{surname}@iee.unrhannover.de, Institute of Electric Power SystéHas{)

® TechnischdJniversitatBraunschweig28106Braunschweig, Germany,
{first letter.surname}@traunschweig.de, elenia

* OFFISi Institutefor InformationTechnology 26121 Oldenburg, Germany,
{forename.surname@offis.de, R&DDivision Energy
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However, a uniform or standardised process for scenario design does ndf] eXisé vast amount
of scenarios and their different usage shows thatdésiggn of scenarios strongly depends on the
purpose and investigations to be conducted.

3 Methodology

For the development of the scenarios within this research project as a first step, the work group
Scenario Design collected requirements from the differenitk packages to ensure that the
scenarios are suitable for the investigations of all work packages. Two main scenaefsrence
scenario 2011 and a future outlook of the year 203ftave been aligned. Based on these
requirements a process has beewnetbped to define and realise the scenarios in the available
evaluation environments in &lP. This process is visualised kigure 1.

First, the Basic Assumptior{d.1) were made on which the scenarios were built. These include all
basic information agrid, load and generation data for as well the reference year 2011 as the future
outlook of the year 2030. The assumptions are mainly based on the governmental plans for the
transformation of the energy supply system and furthermore the correspondirg sagdirding

grid expansion in transmission and distribution g¢isctiond.1). Furthermore, requirements from

the simulation environments available and used at &flhave been identified which were
necessary to adapt to the scenario requirements aarmmbtain an overall coherent simulation
environment. Thus as the second step, the transmission grid model used in the work $é&ckage
has been determined in order to define coupling points to underlying grid levels (see &8&ction
Top-Down). As a third &®p, requirements from the distribution grid have led to defining coupling
points to the higher voltage levels (see Secto® BottomUp). In a fourth step, theunit
distribution within the distribution grid has been computed in order to represent ttad aocd
regional structure of load and generation. Hence the according units have been distributed and
connected to the grid model nodes followed by a validation and verification of the grid
compatibility of these generated grid modgls work packaget.2).

UHV T

Ultra-high voltage Basic Reference year 2011
.................................... IXSSITgTolife]g gl Future outiook 2030
HV 1

High voltage

Modeling of highvoltage grids
Top—Down Definition of coupling points at MV nodes
Load and generation models (HWV)

15

MV i m_i Load and generation models (MALV)

Medium voltage

| - Modeling of MV and L\fgrids
m—T 9 5 — Bottom-Up Distribution of MV- and LV-grids

Unit Distribution of units to MV and LV-nodes
. . . (generators, consumers, storages)
Lo Distribution Validation and grid compatibility
LV i ;
Low voltage M

Figurel: Process for scenario definition
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In both analyses thetop-down andbottomup stepi requirements and data interfaces for load and
generating units were identified that comply with the assumptions and coupling points. The results
of this process are coherent grid models for both distribution and transmission grid within this
research project with corresponding load and generation distribution for both sc&@tibsand

2030).

4 Main Results

As the process itself is a main result of the kvgroup, the individual steps of the process
introduced in the previous sectiof this chapteare being presented in more detail. Furthermore
excerpts of the results and realisation of the scenarios are shown as well. For more detailed
descriptions refeto the corresponding work packages and furfh&fand[12].

4.1 Basic Assumptions

The Basic Assumptions form the foundation for the scenarios, since they establish the scope for
investigations of th&P1-4. The steps-3 (Figurel) are the realisation ohé scenarios in order to
obtain a setting and environment tondact experimental evaluations.

For investigations of a segment of the distribution grid, the structure of loads and distributed
generatingDG) units for rural grids were chosen to represémt structure of rural regions in
Lower Saxony. To this end, statistical data of population of rural regions was Jtl&eth order

to reflect the installed capacity in Lower Saxony according to the different voltage levels, the asset
master data of hlinstalled renewable energy sources (RES) in the German transmission grid
operatorg14] has been filtered. The joint reference year has been chosen to be 2011, whereas the
future horizon was specified to be the year 2030 because for this horizon aagodfldata and
studies were at hand. Predictions of growth of renewable and distributed energy resources as well
as assumptions on grid expansion had to be consistent throughout all voltage levels. The following
studies have been chosen to build the mpsions on 2030: BMBJLongterm scenariof011[8],
Netzentwicklungsplan 201[25], ENTSOE® Ten Years Network Development Plan (TYNLB),
ENTSOE Scenario Outlook & Adequacy Forecasts (SO/F) Dend Verteilnetzstudig4], and

BMWi® Verteilernetzstudi[5].

4.2 Top-Down

The approach of th@p-down step is based on an integrated grid and market simulation developed
in MATLAB® by the IEH(refer to[11], [16] and [17]) which is used for simulations of the
European transmission system in this research pr@ketork packaget.1l). The integrated
simulation is based upon several databases like e.g. measured load data of theEENMT@@
model of the ENTSEE interconnected continental transmission grid, generation data of all power
plants with an installedapacity greater than W and further generation as well as RES and DG
generation (all units smaller than BW) as regional aggregated ddtdl], [10], [17]. The first
result of the simulation is an energy market simulation based on a merit order gihahar
costs(seework packaget.l). The according power plant dispatch is the input value for the load
flow calculations of the transmission system.

®> Bundesministerium fiir Umelt, Naturschutz, Bau und Reaktorsicherheit (Federal Ministry for the
Environment, Nature Conservation, Building awdclearSafety),http://www.bmub.bund.de/en/

® European Network of Transmission System Opesdiar Electricity,https://www.entsoe.eu

" Deutsche Energidgentur (German Energy Agencyyww.dena.de/en/

8 Bundesministerium fiir Wirtschiafind Energie (Federal Ministry for Economic Affairs and Energy),
www.bmwi.de/EN/

® http://www.mathworks.com
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In this simulation environment the assumptions of the future outlook scenario 2030 have been
implemented ito the generation data with the 2011 scenario as the existing reference gseario
Figure3 as an example for the German transmission system model).

Scenario 2011 Scenario 2030
= 100 = 100
O O
£ 80 £ 80
g 60 q;) 60 |
g 2
B 40 E 40 |
< I
£ £
0 - 0 -
$ @ D P & OO ® & D £ & OO &
\Q‘%Q\@%(‘&b\“g\ & FFFEIF SN
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& \\QO\&& 6*\06‘ SN & \\%@;\b 6\\‘3‘ &

Figure2: The scenarios 2011 and 2030 in the generation data for the
transmission system model

The forward projection of the power generation is based on the power plant database of the grid
and market moddgkeework packaget.1) and the Visio3 of the SOAH7]. The forecast in the
SOAF gives only information about thestalled capacities of the different energy sources. Hence
different concepts for the distribution of the various types have been developed within this research
project to calculate the shares and the geographical allocation of each generation typhevithin
simulation mode(seeFigure3).

Scenario 2011 Scenario 2030
O solar e A
. . 8 g e e et
B wind TS S e ceagy T
%e -'..‘.- . : o L . 5&.' .. e . ..
. hydrO . -...--_.-._ . ® .' . o..' ..-__ . @ D. *e
'.-.' .’ .'.I.’.. ., " '.?‘. & ..-.' . -....'.5 [ ¥t ‘,.n 5
. furtha e _ "--.c—... o @ .... e . ® . . ....’..' * o @ h ‘. * . o
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Figure3: The scenarios 2011 and 2030 in the generation allocation data for the
transmission system model

For biomass, garbage and not clearly identifiable energy sources alttehatis of the single
power plants listed remain the same except the nominal power. To estimate the nominal power for
every power station a scaling factor is calculated in relation of the target value (SOAF) and the sum
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of the nominal power listed in ¢hdatabase. Wind and solar power plants are scaled with the target
values and the geographical allocation of the powants remains unchanged. Thermal power
plants and hydropoweplants are first analysed regarding their expected lifetime within the
datdbas€18], [19], [20]. Power plants whose lifetime ends before 2030 are removed. If the
remaining cumulative capacity is greater than the target value, the power plants starting with the
oldest are removed until the target value is reached. If the cumeutatpacity is smaller than the
target value, new power plants are built in the second step using a trend line with consideration of
the average relative deviation for nominal power and efficiency at the same location. The trend
lines and the average ralat deviations are estimated from existing and planned power [dits

As the nominal power of ruof-theriver power plants and storage power plants is strongly
influenced by the local conditions, the nominal power remains the same when these poiser pla
are rebuilt. Due to the small amount of heavyfodlled power plants the identification of a trend

line is not possible. If the cumulative capacity is still smaller than the target value the missing
capacity needs to be added manually.

Within each senario load flow calculations can be analysed for various characteristic points in
time. As the simulation model is based on the reference scenario 2011, the new generation
allocation(seeFigure3), which is based on the stated studies and the descritmzhtian
algorithm, is not compatible with the present grid data. The extensive transformation of the
European energy supply system leads to a high need of grid exp@wigrarg6], [15]). Thus

this required grid expansion according to the stated estudncluding the highroltage direct
current(HVDC) lines within the German transmission sys{@eeFigure4), had to be
implemented in the simulation model. Furthermore, because of divergences of the simulation
model and the stated studies, further gnigansions within the transmission grid model have been
implemented.

Scenario 2011 Scenario 2030

@ U,=380kV
W@ U, =220 kV
B HVDC

Figure4: The scenarios 2011 and 2030 in the transmission system model including t2@ NEP

One main research question of the project Smart Noithe provision of active, reactive and
control reserve by dynamic virtual power plafi®®d/PP) in the underlying voltage levels to the
transmission system. Hence the distribution grid had to be implemented into the existing
transmission system model. Thigs realised with the statéojp-down andbottomup approach in
addition with distributed load and generation data models. On selected UHV nodes the existing
load and RES data was substituted with distributed HV and MV load and DG models in one
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distribution grid section modgkeeFigurel). Therefrom, thetop-down requirements for the
bottomup coupling points are defined. The distribution section from HV to MV is based on
synthetic grids for the HWevel and a modification of a common MBenchmark
grid[22] (see4.3). With the distribution grid sections coupled to the transmission system with
individual load and RES data for each node, both scenarios can be evaluated in an integrated
transmission and distribution system moldel].

4.3 Bottom-Up

Within the poject, data of rural LV grids have been available from which realistic grid parameters
were identified such as data of transformers, number of house connection nodes, line lengths and
line types. This data was the basis for modelling eighigtids with typical rural grid structures.

For completion, household profiles were generated [@S]). To this end, different domestic
consumers were modelled depending on size of households and technical equipment, e.g. how
domestic warm water is prepared. The raésglprofiles of domestic consumption for one year
were validated by checking the correlations with the standardised load profile HO from '8DEW

For simplification, commerce and industry were neglected within the MV and LV level.

As a model for an M\rid a subnetwork of the @re-Benchmark Grid22] was chosen and
adapted according to the requirements of the research project. Accordiigute5 the sub
networkl has been used for evaluations in Snéotd. The LV modefrids have been randomly
connectd to the M\nodes according to the maximum load at the M\Hkahsformers and
furthermore the specification of maximum power at the coupling point (HV/MV) fromdpe

down step. For modelling the scenario grids of the distribution level, the softwardLBNjB
PowerFactor}} was used. Due to the many opportunities and the high adaptability of the software,
the lower voltage levels (LV, MV) were completely simulated using PowerFactory within the work
packaget.2 and further as one part of ttogg-down step m the transmission system modgebrk
packaget.l1) in the MATLAB simulation.

2 Bundesverband der Energiend Wasserwirtschaft e.V. (Federal Association of the Energy and Water
Industry),https://www.bdew.de/

! poweFactoryis a professional network calculation tool, which can be adjusted via freely programmable
scripts (DPLProgramming Language). The program is also capable of calculating very large power grids.
Far from the modeling PowerFactory includes all common analysis tools such as load flowirshibyt
harmonic calculations, contingency calculation and reliakalitslysis.
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Figure5: Graph of a German mediunoltage grid[22] (left) and aggregation of lines used for Sniéord (right);
subnetworkl was has been used as evaluation basis

The MV-grid with connected LMrids represents the evaluation environment for $ifd-2.
However, in order to evaluate the various concepts and algorithms of the single work packages
detailed models of the units are necessary. As already introduced, domestimtied have been
generated. Moreover, nine different models of photovoltaic units were generated in form of
normalised time series of power feied(i.e. the time series have been scaled with respect to peak
power) for different angles (15°, 30°, and 48fd tilts (east, south, and west) of the photovacltaic
module. In order to generate a profile for the power-faeaf a wind turbine, a synthetic reference
wind turbine was utilised. Furthermore, physical models were available for storage devices from
work packagel.1l as well as combined heat and power plants and heat pumps. The grid models
together with the unit models form the basis to connect grid nodes with unit simulators,urgt the
distribution presented in the subsequent section.

4.4 Unit Distributio n

With the grid models as a part of a distribution grid with suitable household loads, the next step is
to assign other consumer units, generating units as well as storage devices to the various nodes of
the grid model in order to reflect the energy mixtloé region of interest in this case Lower
Saxony. However, the following procedure carapplied to other regions, too.

First, typical unit sizes per technology are chosen. This can be done according to the frequency of
appearance of installed capacity this end, for renewable energy units the asset mastdildhta

has been filtered. Typical unit sizes are determined for each technology and voltage level. Second,
the installed power per technology and voltage level of Lower Saxony has been mapeegkiih

model via pethead installed power. The population in Lower Saxony has been inferred from
statistical dat@l3]. With the information of the installed power per technology and voltage level
from the asset master ddia], the pethead installegpower in a region has been computed. The
population in the grid model has been determined from the household loads. From this, the annual
energy demand has been known at each node and conclusions have been drawn on the number of
households and inhabitan@/ith the perhead installed power of the region the installed power in

the grid model has been calculated. Together with the typical unit size, the number of units to be
distributed in the gd model waknown.
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Given the number of units, in a third stéye tunits have been randomly and automatically assigned

to nodes in the grid model. To this end, thestoulation framework moski has been used: the

grid models have been processed and simulators of distributed units were connected to the grid
nodes. Afer that, the distribution is being checked for plausibility (e.g., units are connected to the
right voltage level; no unrealistic combinatgoof units appear at one node).

Besides the plausibility check, it must also be evaluated whether the ramdodmstribution to

realistic grid structures leads to any grid related problems. To this end, operational equipment is
investigated with respect to contingencies and overloads according to actual guidelines. In case
these limits are exceeded the grid is exeanh@dccordingly. Details on the distribution grid
calculations and grid expansions methodologies can be fouhd ieport of work package2.

4.5 Results

In Figure6, the results of the units distributed in the model distribution grid are shown as
aggregatedata representing the rural structure of Lower Saxony for the reference scenario 2011 as
well as the future scenario 2030. The models of the distribgihand the correspondingnit
distributionare the basis for simulations.

Scenario 2011 Scenario2030
1200 1200
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= 900 wind 900
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5 600 PV 600 - 2 CHP
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MV LV MV LV
40 40
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£ 30 Wind 30 n
g PV i
= 1
z |20 20 = CHP
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8 |10 10 + = HP
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g 0 : , 0 . _ el Storage
- MV LV MV LV

Figure6: Results olnit distribution in model distribution grid
(PV: photovoltaic, CHP: combined heat and power plant, HP: heat pump)

Using the suitableunit modelsdeveloped within this research fgat, investigationscan be
conducted concerning different load and generatiios. Figure7 shows exemplary results for a
week in the winter of the scenarios 2011 and 2088pectively F o r simul ati ons
power feedn and consumption, theool mosak has been used. The differamit distribution
allocated within the distribution grid models lead to different load and generation characteristic for

12 https://mosaik.offis.de/
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the different scenarios and different periods under observ@tionmer or winter, high load ¢cow
load).

Scenario 2011 Scenario 2030
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Figure7: Aggregated consumption and distributed generation within the scenarios 2011 (left) and 2030 (right)

The scenarios developed within the simulation environments of this research project provide a wid
range of characteristic points in time and realistic evaluation. Hence, both simulations of the
distribution grid (seéigure?) are based on the same time series of load and generation data the
time course of the aggregated active power is basicallysdinge, but the share of the single
components differs as well as it distribution within the grid models. With the implementation

of the different distribution grid models (2011 and 2030) in the transmission system simulation as
components for the disbution grid section for as well the reference scenario 2011 and the future
outlook 2030 the scenarios can be evaluated consistently in all voltage levels and-stdérge
evaluations.

5 Conclusion and Outlook

The work group Scenario Design has beenma@rdisciplinary work group within the research
project Smart Nord of the sydrojectsl-4. Consistent and compatible scenarios have been defined
and existing simulation infrastructure has been adapted to comply with the scenario definition.
Since a singl simulation environment for the whole system from-ltavultrahigh-voltage levels

was not available and realisable, coupling points between the different levels and simulation
environments were defined such that requirements fogpdown to bottomup have been taken

into account and mapped to the according point of coupling. Corresponding grid models were
adapted and generation, consuming and storage units were distributed in the distribution grid
models in order to reflect the energy mix of Lower Sgxdrhe scenarios and accordingly adapted
simulation environments have been used as a basis for investigations and evaluations of the various
research questions in the different work packages of Smart No#utsjelots1-4.
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Ov er vi SuwProon “&nte
Decentrali zed Provision of AcC 1

Michael Sonnenscheif) H.-Jiirgen Appelrathl, Wolf-Rudiger Canderf§, Markus Henk®&,
Mathias Uslal®, Sebastian Beé&t Jérg BremeY, Ontje Liinsdorf’, Astrid NieRé>, Jan
Hendrik Psol&, Christine Rosingéer

1 Goals

Distributed energy resources like photovoltaic (PV) plants, wind turbines or small scale combined
heat and power (CHP) plants entered the energy market in many European countries, especially
Germany, with the financial security of guaranteed elegitfieedin tariffs. With their share in the

market still rising, a concept is needed to integrate them into the very same regarding both real
power and ancillary services to reduce subsidy dependence and follow the goals as defined by the
European Commigsn.

Virtual power plants are a wdthown concept for the aggregation of distributed energy resources
(DER) to deliver both energy products and ancillary services [2]. Besides the control of generation
by distributed energy resources like combined hedt@ower plants (CHPs), photovoltaic (PV)
plants and wind turbines, shiftable loads like heat pumps, water boilers or air conditioners can be
controlled to adapt the load profile regarding different optimization targets. Electrical storage may
additionallybe a new player in this scene, delivering even more flexibility for the optimized use of
distributed generation (DG). To address these three aspects, generation, load and storage, we will
refer to distributed energy units (DEU) for the rest of this clapte

Currently virtual power plants argtatically structured coalitions of small power suppliers (and
possibly controllable loads and storage systems) controllecdcégtealized control unitTo tap the
full flexibility potential of all energy units in thdistribution grid we set up the following domain
driven paradigms for our model diynamicvirtual power plants (DVPPs) (cf. [3]) controlled by
distributed, agenbased methods

9 Distributed energy units have to trade their services on markets, not ordgtiee power
products, but for ancillary services as wab far as possible; seg 4] for the position of the
German Federal Network Agency regarding this topic). DVPPs for ancillary services are
addressed in sybrojecttwo.

1 To dynamically adapbtcurrent power system operational states and handle the vast amount of
energy units in the distribution grid, an approach based owgglhization principles is used.
By this means, characteristics like robustness, scalability and adaptivity of tladl eystem
should be gained.

i DVPPs should be set up on a4peoduct base, thus allowing for optimal aggregation of energy
units regarding the products needed. The paradigm of a dynamic VPP with respect to the
product obligation is completely different frocurrent virtual power plant concepts. We want
to evaluate, if we can extract more flexibility from the distribution grid with such a highly
dynamic approach.

13 parts of this section have previously been published in [1], [3], [14], [15]
% University of Oldenburg

> OFFIST Institutefor InformationTechnology

'8 TechnischaJniversitatBraunschweig
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T The potenti al of DVPPs for power system contr
generic representation of these flexibilities is needed, building the foundation for all DVPP
mechanisms concerned with DEU scheduling.

1 For active power delivery on energy markets, the operation of distributed energy units is
controlled using operation scheds for all different types of units. The resolution of the
DEUs® operation schedules should reflect curr
active power values for each 15 min. time interval. This is different to the current handling of
renewableenergy sources current systems work with prognoses and use schedules only for
controllable generating electricity units.

1 To deliver ancillary services with locality constraints (like voltage coritreée sukproject
two), DVPPs have to be able to refiehe grid topology. Therefore grid topology should be an
optional parameter in the aggregation process and within the operation of DVPPs.

Within this context, the objective of this sphboject is to introduce a seamless process chain for
day-ahead basedctive power provision by means of DVPPs. We develop a +agdint system
(MAS) realizing the aggregation algorithm, the scheduling heuristic as well as the flexibility
modelling used for DVPP management and control.

Two important prerequisites for theliedle and secure operation of DVPPs are also addressed in
this subproject:

1 The application of multagent systems for operational control of a virtual power plant leads to
a higher threat potential as a result of new and more intelligent actors, aaditterfaces and
data exchange. So, in addition to common security considerations and data privacy concepts a
trust model has to support the trustworthy formation of DVPPs.

1 In order to obtain a reliable energy supply with a high amount of (fluctuatimgweable
energy, energy storages will become inevitable. So, technology selection, location and scaling
of energy storage components in the power grid are important to enable DViRFi$ their
tasks reliably.

2 Related Work

The operational management ofeegy systems involves a number of complex tasks ranging from
technical aspects like supervisory control and data acquisition (SCADA) to organizational
measures performed by business management systems (BMS). These are coupled within an energy
management ystem (EMS) based on information and communication technology (ICT).
Traditionally, the EMS was implemented as a centralized control system. However, given the
increasing share of distributed energy resources as well as flexible loads in the distribdtion g

today, the evolution of the classical, rather static (from an architectural point of view) power
system to a dynamic, continuously reconfiguring system of individual decision makers endangers

the feasibility of such centralized control schemes. Insthmainal work of Wu et al. [5], the need

for decentralized control has been identified
transitional stage from the centralized architecture of yesterday to the distributed architecture of
tomorrow. [. . . ] To smmarize, in a competitive environment, economic decisions are made by
market participants individually and systewide reliability is achieved through coordination

among parties belonging to different companies, thus the paradigm has shifted fromzeentwali
decentralized decision making. o6 In |line with th
describes a possible transition to decentralized control in three steps [6]:
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1) Accommodation Distributed generation is accommodated into the current markie the
right price signals. Centralized control of the networks remains in place.

2) Decentralization. The share of DG increases. Virtual utilities optimize the services of
decentralized providers through the use of common communications systems. Moratafi
control by local utilities is still required.

3) Dispersal Distributed power takes over the electricity market. Microgrids and power parks
effectively meet their own supply with limited recourse to gridbased electricity. Distribution
operates more lka coordinating agent between separate systems rather than controller of the
system.

The concept of a virtual utility mentioned therein was introduced in the late nineties and describes a

i . : . ] fl exi bl e c oldriverbentiiea that provideoefficient rertergyp e n d e n
service demanded by consumers |[. . : ].0 [ 7] S
studied extensively as a derivation from this concept. For example, a number of successful VPP
realizations can be found iB][ Additionally, different operational targets have been defined and
implemented for VPPs, like aggregating energy (commercial VPPSs) or delivering system services
(technical VPPs) [1]. These VPP concepts form a basis for the decentralization stage in the
transition path above. However, such VPPs usually focus on thetdongaggregation of

generators (and sometimes storages) only and are each still operated in a centralized manner. For

an implementation of the dispersal stage in the transition path,eflexible concept is required.

In the last years, a significant body of research emerged on this topic. For instance, [9] surveys the

use of agenbased control methods for power engineering applications. Exemplary applications

can be found in [10], [11]12]. Finally, a research agenda in this context was proposed recently in

[13].

In contrast to the work referenced above, the concept of DVPPs explicitly takes the current market
situation into account for the process of forming aggregations of DEUs: ©¥dPR with respect

to concrete products at an energy market, and will dissolve after delivering a product. Additionally,
fully distributed control algorithms are being used, as will be shown in the following seofions

this chapter building the foundatin for the dispersal stage in the mentioned transition path. A
preliminary description of the concept including a detailed differentiation from related approaches
was given in [3].

3 Methodology

In developing the integrated process of DVPP operation, wewfetl the Smart Grid Algorithm
Engineering (SGAE) approach described in [14]. The SGAE process model is motivated by the
main objective of contributing applicatimriented research results on a sound methodological
background, thus striving for an engiriagr aspiration within the domain of Smart Grids. The
process model is set up with an initial conceptualization phase followed by an iterable cycle of five
phases with both analytical and experimental parts, giving detailed information on inputs and
resultsfor each phase and identifying the needed actors for each phase. It is dispFigedemh.
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Figurel: Overall Process of Smart Grid Algorithm Engineering [14]

4 Main Results

To introduce the concept of dynamic virtual power plants and show which taskstt be
performed by the software agents, we refer to the use case of active power products traded on the
day-ahead power market, where product trading is based on an auction mechanism as described in
[3] (seeFigurel).

From the market perspective, tardifferent phases have to be distinguished. In the first phase, bids
can be placed in the s@lled order book for predefined product typesc®the order book is

closed (g3. at 12 a.m. for active power products traded-alagad in Germany at EPEX SPQX)
matching mechanism clears supply and demand bids to set up the market price. In the last phase,
these products have to be delivered, but no distinct market actions are entangled with this phase:
the surveillance of product delivery and associated actionbalancing are subject to balancing
group management.
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Figure2: VPP delivering energy products on a ddyead market [1]

To implement this with regard to DVPPs, unit agents are set up to represent distinct DEUs within a
multi-agent system. Four sesntial phases within these unit agents are needed for active power
delivery on dayahead markets, as can be seen on the right hand stigiod2;

1) Dynamic VPP aggregation: First, energy units have to be appropriately aggregated to DVPPs
with the goal todeliver common active power products. Trust values for agents have to be
integrated into the matching algorithm for security reasons. Grid topology has to be an optional
parameter in this phase.

2) Market interaction: In the second phase, DVPPs place theireagower products on the
market by means of a representative agent for each respective DVPP and are informed about
acceptance after marketat chi ng. Thus, after mar ket matchi
their power contributions are known.

3) IntraDVPP optimization: Within a third phase, an iRD&¥PP optimization is performed,
taking into account these obligations and wup
states.

4) Continuous scheduling: The last phase is concerned with continuous eocbeguling to
ensure product fulfilment. In case of an incident endangering product delivery a rescheduling
of the units has to be performed.

The methodologies and algorithms to implement these phases are described below in the
subsections for the work paages of suiprojectone

An exemplary result of DVPP aggregation for the common evaluation scenario 2030 is shown in
Figure3 1 Figure5. DVPPs are formed from 789 heat pumps, 1048 photovoltaic systems, 122
CHPs, and 789 redefflow batteries for a day dhe end of January. For reasons of clarity, 24 1h
products are selected by the initiating agents aggregating DVPPs.
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Figure3: Relative part of units of different technologies within the DVPPs for all 2dratucts

Figure3 shows the relative part of usiof different technologies within the DVPPs for all 24 1h
products.Figure4 shows the absolute humber of DVPPs for every hour,Fignare5 shows the
relative part of power delivery for different technologies within the DVPPs for the 24 hours.
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Figure4: Absolute number of DVPPs for every hour
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Figure5: Relative part of power delivery for different technologies within the DVPPs for the 24 hours

If we have a look at an exemplary coalition of mi€@HPs forming a DVPP delivering 3@ for

an hour (sepated into 4 intervals of 15 min. each), then due to prognosis errors the delivery based
on the original dayahead schedule could be as shown in the left p&igofe6. Delivery of single
micro-CHPs is illustrated by different colours. In this exampéeral CHPs are not able to deliver
power after half an hour due to operational constraints. Optimizing product schedules again just
before the delivery period starts, i.e. taking into account actual constraints for rescheduling, the
CHPs can be rescheddl to deliver power as shown in the right partFagure6. Thus, by
rescheduling the DVPP is able to fulfil its obligation to deliver 50 kW for an hour.

Figure6: Delivery of CHPs in a DVPP before (left) and after (right) rescheduling just beforegbalivery

5 Conclusion and Outlook

With the concept of DVPPs a fully distributed, setjanizing operational scheme for VPPs has
been developed. In [15] the algorithmic concept of DVPP has been mapped to two different
realization options. In the first aézation option, the DVPPs are an internal construct within a
central VPP system. Thus, they are a substitute for commercial optimizers to fulfil the tasks of unit
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commitment and economic-thspatch for all energy units aggregated in a virtual powert.plan
Self-organization in this concept can be drilled down to distributed optimization applied within a
VPP system with full control of all DEU integrated in the system. In the second realization option,
DVPP are realized in the field with software agentnimg on the intelligent electronic devices
(IEDs) controlling the DEU. The VPP system is reduced to a VPP service providerT®PP
delivering information retrieved from other actors like distribution system operators (DSQO) (for
grid locational informatin) and access to the market.

Following a new methodology that combines IEC/PAS 62559 and technological migration paths as
defined in [16], some main findings of the work in [15] sum up as follows:

1 As the requirements of both DVPP concepts clearly extidgendencies, migration paths for a
transfer of selorganization concepts to the field could be defined. Althoughosginization
seems to be easier to realize as an algorithmic solution on enterprise level as compared to field
level, the main technolagal requirements follow the same critical paths.

1 The main benefits of setirganization on the field level can be found in the distribution of
information: Detailed information on single households, plants and flexible loads are not
transferred to a cemtrinformation system as an important aspect regarding privacy.

1 DVPP are compliant with current energy system and market roles as defined by ENTSO
Further work should be done on the extension regarding new concepts like the data access
point manager [1]7

Additional findings have been made regarding the allocation ofosgdinization on the SGAM

levels and lead to new hypotheses: The closer to the field levadrgaliization algorithms are
realized, the more relevant become safety issues. The male iIathe SGAM are crossed, the
higher becomes the vulnerability of the resulting system (as already has been defined by NIST in
IR 7628 [18]), thus security issues are more important.

From simulation results it can be derived that battery storage sygtagnan important role in the
operation of future energy grids. However, an algorithmic attempt to the optimal dimensioning of
battery storage systems in the grid is still challenging. Additionally the need for long term storage
systems in the grid has e investigated with respect to the shierm operation of (D)VPPs.
Another direction for future research on control algorithms could be a combination -of self
organization methods for DVPP operation with the observer/controller concept of organic
compuing [19]. This attempt promises an additional way to control convergent evolution-in self
organizing systems.
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1 Goals and Integration in the SubProject

The energy conversion chain is going to change from conventional fossbasedl plants to
renewable energies as wind and photovoltaic plants. These technologies will be widely spread
throughout thegrid but their energy conversion is volatile due to seasonal weather conditions. In
order to keep the energy supply based on a high amount of renewable energies reliable, energy
storages will become inevitable. Hereby, it is important to choose a sistaldge solution based

on the individual grid situation. The geographical location and scaling of energy storage systems
are important in order to obtain grid stability afdfil the desired operations. In addition to
technical aspects, the storage operathas to be economically optimized. Therefore, an
understanding of fluctuations of renewable energy and the cost structure of different storage
technologies is needed.

For the storage operation several aspects have to be investigated with relatiograb reavket

options, e.g. system services or optimization of private household consumption. However, the
primary aspect is to ensure a reliable and stable energy supply. According to some aspects, certain
storage technologies or combinations thereof haxtpreferred over others.

The impact of energy storages is examined in several use cases. The resulting effects on the grid as
well as economic parameters as energy losses due to conversion and losses ddesthagjés
as well as the storage instdibn costs are studied.

2 Related Work

Several models on energy storage technologies are implemented for the simulation process in
MATLAB/Simulink. The storage models are based on datasheets as well as measurement series.
For example, a redox flow batteryodel based on measurements from a real system at the EFZN
(EnergieForschungszentrum Niedersachsen) in Goslar is implementednddelling approach,

more details and further information can be found2®]. In Figure7, a voltage curve for a six

hour digharge with three variations in power demand is depicted. The figure shows the
measurement data as well as the mdoghaviour The measurement data confirms general
parameter of a redox flow battery found in literature.

" TechnischaJniversitatBraunschwai, 38106 Braunschweig, Germany,

{first initial.surname}@.tebraunschweig.ddnstitutefor ElectricalMachines Tractionand Drives
'8 TechnischaJniversitatBraunschwai, 38106 Braunschweig, Germany,
markushenke@.tebraunschweig.de, Institufer ElectricalMachines Tractionand Drives
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Figure7: Voltage plot during disharge

Furthermore, the correlation of energy generation by wind and photovoltaic is investigated.
Renewable energies can be combined with storage systems. An optimal ratio between portfolio
solutions has to be calculated in order to adopt positive eftdmggending on their different
generationbehaviour Therefore, data gathered from Braunschweig 2011, Germany is studied.
Generally, there is a negative correlation between these renewable energies over the seasons.
However, if the observed time period é&duced to 15 minutes this effect vanisf&l, [22]. Thus,

for shortterm storages no reliable positive effect by combining these two renewable energies can
be identified Figure8).

Correlation -Month-

Correlation -15min-
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0.4r
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Figure8: Correlation between wind and photovoltaic

3 Methodology

In afirst step, the technical and economibahaviourand attributes of the available energy storage
technologies is collected. Based on the technical data, simulation models are developed, which are
either based on data sheets or system measurements. Agctordhe simulation environment,

these models are adapted and tailored to the necessary parameters for real power applications.
Depending on the technology specifications and constraints, the relevant technologies are selected
for further research.

For smulation, a part of the Smart Nord grid thatriedelledusing DIGSILENT PowerFactory has
been chosen. The aim of the simulations is to evaluate the impact of different storage ratings and
technologies on the so called ssdenarios. Hereby, the installpdwer of renewable energies and
the loads are varied. In order to maximize the fluctuation, only photovoltaic plants are used as
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renewable energy sources. In order to maximize the simultaneous feédhese decentralized
systems, both the same oriergatand inclination are used. The photovoltaic models from TP4 are
used. Throughout the various sstenarios, the energy capacity and the power of the energy
storages are varied. The methodology is showkigare9.

Energy Storage Technologies
Applicability and Constraints

Technological,

economical
Modeling

h 4

SmartNord Subgrid
Simulation:

¢

storage position,
capacity, power Variation in grid load
y'y and generation

Storage Indicators

v
Storage utilization
Storage energy losses
Physical storage volume
Non-availability

¢ & ¢ o

Figure9: Methodology of storage sitag and selection

A utility function is used in order to measure the storagplicability. Under certain conditions,
specific characteristics are more important than others, therefore, atfastat rating method is
deemed appropriate.

4 Main Results

In order to determine how to select and parametrize an energy storage relevant technology, data has
to be gathered. Therefore, the important technical specifications for several energy storage
technologies are presentedTiable 1.
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Cycle efficiency Rated Capacity Self Lifetime Lifetime
in % power in | in MWh discharge in years in cycles
MwW
PHS* 707 85 107 1,000 | < 8,000 neglectable 70 > 30,000
CAES* 307 54 (diabatic)| 107 600 50071 - 30 > 30000
607 70 5,000
(adiabatic)
Flywheel 907 95 <10 <2 < 20 %/hour 20 >> 100000
SuperCaps 907 95 <0.2 <0.05 0.5 %/hour A. A.
SMES* 907 95 0.017 100 | <0.03 >>15 %/day 30 A
Lead-Acid 707 85 <50 <10 5 %/month 107 15 200-2,000
Sodium-Sulfur 7571 90 <35 <10 - 157 20 | 1,000:5,000
Lithiu m-lon 857 95 <50 <10 5-10 %/month| 107 15 | 1,000-5,000
RedoxFlow 707 80 <10 <100 neglectable 10 > 10,000
Hydrogen 207 40 kW - GW GWh neglectable 20 A.
Methane 307 40 kW - GW GWh - 20 A

* PHS: Pumpe¢hydro Storage, CAES: Compressail-EnergyStorage, SMES: Superconducting Magnetic
Energy Storage

Tablel: Technical storage parameter [23], [25]

Another technology classification is done according to operational concepts for the energy storage
technologies. One can mainly distinguish betweeal power market arbitrages and system
services. Both operational concepts have different storage parameters as primary conditions (see
Table2).

Real Power Market Arbitrage System Service
High cycle efficiency High rated power
Low selfdischarge High capacity
High capacity Fast response time
High rated power Low seltdischarge

Table2: Storage requirements according to [23]

The overall abilities for the technologies to operate within the market are shdwblaB. Within
system services, primargecondary and replacement sergican be distinguished between.
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Real Power System Services
Market Arbitrage Primary Secondary Replacement
PHS* X X X
CAES* X X
Flywheel X X
SuperCaps X
SMES* X
Lead-Acid X X
Sodium-Sulfur X X
Lithium -lon X X
RedoxFlow X X
Hydrogen X X X
Methane X X X

* PHS: Pumpe¢hydro Storage, CAES: Compressgid-EnergyStorage, SMES: Superconducting Magnetic Energy Storage

In addition b the technology and operation concepts, there are restrictions imposed by certain
technologies. Pumped hydro and compressed air energy storages depend on geographical

Table3: Operation for energy storage technologies from [23]

conditions. Therefore, these technologies may not be placed and scaled without coatgkti

scenario. Another restriction applies to the sodswifur battery being a high temperature
technology and alas, sodium fire is difficult to be extinguished, so this technology may not be
placed in every urban environment.

Furthermore, an undersiding of the cost structure of energy storage technologies is indispensable.
Therefore, specific cost data is collected and an economic ragone chart has been developed for

Figure10.
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Figure10: Economical ragone chart on energy storage technologits [274]

Due to technical and economic parameters and restrictions, battery storage technologies are most
suitable for decentralized energy operations. These systems include an inverter, which enables
them to deliver system services.

Photovoltaic

3

r ] . Battery storage

NS Low-voltage grid 400 V

% NS
MS :
MS . Medium-voltage grid 20 kV
NS
NS

Figure1ll Example orsimulations grid and technology distribution

In the following paragraphs, two simulation scenarios are described and discussed. The rating of
the storages for different applications is shown. For case (1), the intent of the storage is to avoid a
higher gid load caused by photovoltaic panels. To achieve this, the power at the coupling point has
to be kept within the same limits, as it would be without additional generation. For case (2), the

approach is to balance the grid load to its annual average. dowercase (2) the storage energy

is limited to ten hours full power output. The simulation runs are based on a data of the Smart Nord
grid that is used in various WP. However in WR a smaller section is used for the simulation and

the geographical diribution of renewable energies and storages is adjUsiguat¢11).
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For the cases (1) and (2) the load varies betweéndd8kW. The installed photovoltaic capacity

has an energy rating of 848Vp with an identical generatidmehaviourand can deliveBO % of
the annual electricity demand of the syrim.

The results for rated power, rated energy and equivalentyfdis for the two cases are shown in
Table4.

Case (1) Case (2)
Storage power rating in kW 120 563
Storage energy capacity in kWh 150 5630
Full-cycle per year 40 61

Table4: Simulation results energy storage rating

It can be seen that for cadg the power and energy rating of the storage is moderate, whereas for
case(2) a much higher rating results. The number ofdytiles diffes by around 336, hereby it

must be taken into account that in cé®ethe storages have nearly 38 times the capacity compared
to case (1). This results in much higher energy losses in the storage operation.-Gyefsilin
general are moderate so titatan be concluded that the storage could be operated according to its
lifetime or to its cycle time.

The delivered power and the energy stored in the storages are sheigargil2 for case (1) and
in Figurel3for case (2). For case (1), it can be daded that the storage has less operation time

compared to case (2). For case (2), the storage reaches its fully charged state several times during
summer period.
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Figure12 Storage energy and power for case (1)
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Case(2)
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Figurel13: Storage energy and power fcase (2)

5 Conclusion and Outlook

Battery storages are most suitable way to install energy storages all over the grid. These storage
systems can be installed without any restrictions in the grid. They only refer to the grid power
restrictions whereas othéechnologies are limited in scaling or depend on specific geographical
conditions. Therefore, battery storages could be placed in a decentralized way like renewable
enegies (e.g. photovoltaic paneldh addition to their ability to store energy for eumption,

battery storages are capable of delivering system services. This capability can offer additional
operation and business strategies for energy storage systems and operation of grids.

Due to the limited number of life cycles of battery systemsprabination with flywheels to a
hybrid system seems to be a suitable approach. Flywheels are most effective for fast response and
primary reserve.

Battery storages can be placed easily within a building structure. As they are atsiR€s like
photovoltacs and fuel cells, they offer a solution within a Smart Building where aelsEgy
supply may be used.

Other storage approaches might include electrical vehicles in a decentralized storage concept or
extend the scenarios to the heat sector.

In order to hae longterm storage capacities, the research on hydrogen and methane as energy
storages systems will be indispensable.
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Wor k PakkaBbecentralized Active P

Sebastian Beé&randH.-Jurgen Appelratfi

1 Goals and Integration in the SubProject

General goal of WR.2 was the development of an agbased mechanism for the selganized
aggregation of decentralized energy units (producers, consumers, and storage) in order to provide
active power products in electricity markets. Forming respedalitions generally allows small

scale actors to directly participate in current wholesale markets and compensate stochastic effects
which cause production or consumption values to deviate from contractually specified amounts at
time of supply. In comast to centralized pooling paradigms like virtual power plants, the aspired
approach was intended to be temporally flexible and fully decentralized in the sense that agents
autonomously act as representatives for their units in the market and form pediect
coalitions in a sefbrganized fashion according to current economic and technological conditions.

Given this main goal, the research in WP particularly aimed at the development of the
following concepts:

1 A method for product portfolio geneiam that allows agents to identify a set of aspired target
products for which coalitions to form. The choice of products should be based on economic
aspects like expected market prices as well as the operational capabilities of their supervised
units.

1 A mehanism for neighbourhoodformation which allows agents to form (potentially
expendableneighbourhoodsn order to initially restrict the number of cooperation partners
and thus reduce communication and computational cost. The concept was generatiy ittend
take gridrelated aspects into account in order to provide for a future provision of topology
aware products.

1 A method for coalition formatiomvhich allows agents to form coalitions within the built
neighbourhood order to provide their initiallydentified target products. In particular, the
approach should be applicable to a high number of participants and allow for a decentralized
and temporally flexible formation by restricting the organizational binding of coalition
members to the provision tie provided product only.

1 A mechanism for value distributiavhich allows coalitions to distribute the payoff gained from
a traded product among their members. The distribution method was particularly intended to be
fair in in terms of game theoreticadrcepts.

With regard to its integration in the spboject, WP1.2 makes use of the search space model of

WP1. 3 to represent the operation schedul e space
formed as output of WR.2 represent the input 8P 1.5 which provides an approach for reactive
scheduling in case unplanned events make units deviate from their contributions to specific target
products. Finally, the mechanism of VIR conceptually integrates ageatated trust values

which are part bthe work of WPL1.6.

Y OFFIST Institutefor InformationTechnology, 2612DIdenburg, Germany
sebastian.beer@offis.de, R&MDivision Energy

2 OFFISi Institutefor InformationTechnology, 26120Dldenburg, Germany
appelrath@offis.de, R&MDivision Energy
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2 Related Work

Theoretical and practical concepts for the formation of coalitions and the distribution of value have
been studied in the domains of game theory and distributed artificial intellifpgnczars.

In game theory (more spéically in one of its branches termed cooperative game theory), the
problem of coalition formation is formalized as a characteristic function game (or coalitional game)
"0 ®E whered is a set of agents andf;, © 'Yis referred to as the chataristic function of

the game assigning a readlued payoffo 6 to a coalitiond. Now, cooperative game theory
provides different solution concepts for coalitional games addressing the two essential questions of
which coalitions to form and how touiile the gained payoff among members. Walbwn
examples for solution concepts include the core, representing the set of all distributions
guaranteeing stable coalitions (in the sense that no subset of agents has the incentive to leave
because of a highgayoff), or the Shapley value, which allows a fair distribution by specifying the
payoff based on the average marginal contribution an agent makes to a cf2jtion

Although appealing because of their mathematical justification, most game theoe=idtd are
associated with several disadvantages when it comes to their practical application, particularly
when considering Felated, distributed systems. First, many concepts are associated with
combinatorial calculations which become intractable wheping with a larger set of agents.
Second, most solutions are not suitable to be calculated in a decentralized, parallel fashion, which
contradicts the general paradigm of distributed systems.

Thus, in the course of the last years several approachesbiave proposed in the field of
distributed artificial intelligence which account for the requirement of practical applicability, often
adjusting game theoretical concepts to reduce complexity. In this domain, the problem of coalition
formation is often coridered as a three phase process comprising the steps of (1) coalition
structure generation, (2) solving the optimization problem under consideration, and (3) distributing
the resulting payoff29]. In particular the first problem, coalition structure gatien (CSG), has
gained much attention in the course of the last years. Based on the notion of characteristic function
games, general goal of CSG is the partitioning of a set of agents into mutually disjoint coalitions
such that global value is maximizegkeing a NPhard optimization problem, several methods have
been proposed to reduce computational complexity which can be generally classified into dynamic
programming (DP), anytime and heuristical algoriti{B8@]. General idea of DP approaches is to
recursvely divide the optimization problem into subtasks to avoid redundant computations.
Prominent candidates offering respective capabilities were proposed by Rothkopf3é{ ahd
Rahwan and Jenning0]. While DP approaches generally offer the lowestsivoase complexity

with regard to an optimal solution, they do not provide anytime capabilities which is particularly
disadvantageous when coping with larger sets of agents. According anytime algorithms generally
start with a first solution which is guarzed to be in a bound from optimum and steadily improve

on it until the latter is found or another termination condition is met. Corresponding approaches
were proposed by Sandholm et 9], Dang and Jenningl82], or Rahwan et al[33]. In
particular, Michalak et al. proposed an anytime algorithm for solving the CSG problem in a
decentralized manngB4]. Finally, a number of heuristic methods have been proposed to reduce
computational costs. For instance, Shehory and K@&hjput constraints on theze of coalitions

to reduce computational complexity, while Sen and D{#&] apply an ordebased genetic
algorithm to search for (neduoptimalpartitions. Heuristic approaches do not make any guarantees
regarding the quality of their solutions but geally scale up well with the number of agents
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3 Methodology

Problem Analysis and Formalization Formal Model

__/
N DYCE
__

Implementation and Evaluation DYCE Prototype

Figure14: Methodology of WPL.2

The methodology which was applied in V¥R in order to achieve the aspired research goals is
shown inFigureld. As depicted, the work was split into three magteps which resulted in
corresponding outputs as shown on the right. The different phases comprised the following tasks:

f

Problem Analysis and Formalizatiom a first step, a detailed problem analysis was conducted
with regard to the considered problefrtoalition formation for active power trading. This task
particularly addressed the actual process of coalition formation itself as well as aspects of
related fields like power grids or electricity markets. The analysis resulted in a detailed formal
modelcomprising a concise specification of all concepts relevant for the considered context.

Design Based on the problem specification as defined by the formal model, the second step
comprised the development of the actual adpased approach for coalitioariation, referred

to as DYCE (DYnamic Coalition formation in Electricity markets). This particularly included
the design of the four concepts as described in settadrthis chaptexhich were conceived
taking into account the output of other work pay® The developed processes formed the
basis for the agetitased IT arhitecture of the final system.

Implementation and Evaluatiofn a last step, the architectural design of the second step was
implemented in coordination with other work packages ideprto create an integrated
multiagent system. The resulting prototype was evaluated in a comprehensive simulation study
harnessing concepts from the field of design of experiments (to be published in [40]).
Moreover, the approach was applied to lasgak scenarios which were by participating
institutions in an interdisciplinary effort in order to create a common basis for evaluation.

4 Main Results

The following section describes the main results which were developed in the contextldt. WP
starts bydiscussing the formal model which resulted from the problem analysis of the first work
step. As already mentioned, this comprises formal definitions of all concepts relevant for the
examined problem. Since coalition formation is a walbwn topic in gameheory and artificial
intelligence, according definitions were adapted where appropriate. As shown on the right hand
side of Figurel5, the specified concepts are generally categorized into four different domains
covering respective aspects of the congdeproblem. All in all, the model consists of 40
definitions which result in the specification of a@tectricity marketin the context of which
coalition formation takes place. The market area is given pgveer grid comprising a set of
electrotechnical nits which are supervised by autonomous intelligent agents. General goal of each
agent is an economically optimized provision of active power, where participants are able to
cooperate with each other and focoalitionsfor value maximizatiofjdomain 1). @neral purpose

of each coalition is the provision of a powgnoduct which is supplied or demanded within a
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temporalproduct horizorreflecting the time ofulfilment (domain 2). Through its participation, an
agent makes aontributionto a coalition'scunulative contributionby providing an amount of
electrical energy with an estimated error at a specified cost (domain 4). Each contribution is
reflected by theoperation schedulef its supervised unit, where the general time frame for
planning (and thus edition formation) is determined by a tempopénning horizon(domain 3).

|49 Distance - 41 Power Grid

| |

| 410 Neighborhood 43 Unit - 42 ICT Network

I 145 Strategy - 44 Agent —/
. onalf A 9 y.C Electricity Market
! l Domain 1 Domain 2 Domain 3
| a7 ing Scope 4.19 Regulatory HC Satisfaction
Planning Horizon Product
Operation Schedule Product Horizon
|48 Trust Pgwelft.Gnd
oalition .
\ Value Maximization Doehs
Contribution
414 Payoff -~ a1 Coalition 412  Coalition Structure Cumulative Contribution
4.15 Value Distribution 413 Coalition Value 4.18 Mean Coalition Value

I |
|

420 Egoism and Altruism

Figurel5: DYCE formal model

As shown on the left hand side Fifjure15, each domain comprises a set of concepts pertaining to
the addressed topics. Each concept is specifigddans of a concise formal definition (not shown)
which put the different notions into context. A detailed description of all domains as well as the
according formal specifications can be found in [41]

Based on the specified model, the actual mecharisradalition formation in electricity markets

was developed. As shown Figurel6, the approach comprises four main activities which are
carried out by each agent in the course of each planning cycle in order to finally supply or demand
a product on the arket. In the following, we provide an overview of each of these subprocesses.
To facilitate discussion, we consider a use case in which producers form coalitieaisedalyin

order to provide active power products at the spot market of the European Erengynge.

Product Portfolio Generatianin the course of the first activity, each agent creates an individual
product portfoliod Ocomprising a set of target products which it is willing to trade on the market
depending on a chosen operation schedi¥e from the operation schedule space of its supervised
unit Y. The product portfolio is generally defined based on a aaialof product templates which

is provided by the market. For instance, the EPEX SPOT specifies a catalogue of 41 different
single hour and block product templates (like baseload or peakload) which can be chosen by an
agent for the specification of its @t products. However, as the templates partly overlap with
regard to their time diulfilment and an agent can only participate in one coalition at each point in
time, it has to choose a combination which is first temporally consistent and second prmaties
expected benefit given the operational capabilities of its unit. Depending on the size of the template
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catalogue, this combinatorial problem may become highly complex and computationally intractable
to solve. For instance, the set of 41 product tateglof the EPEX SPOT results in a general search
space of¢  product combinations (including those candidates not satisfying the required
constraint of temporal consistency). Thus, DYCE provides a respective heuristic for identifying
both a product ptfolio and an operation schedule which in conjunction maximize expected
benefit. Given the determined portfolio, an agent executes the following three activities for each of
the comprised target products.

DYCE

!

Product Portfolio Generation ' <————

0S,, and PP

(—S Neighborhood Formation

N

Coalition Formation

Yo

[C unsuccessful in N [C' unsuccessful in G
L && N expandable] && new PP definable] )

[C successful && p,  delivered]

Payoff Distribution

Bl

Figurel6: DYCE activity diagram

Neighbourhood-ormation As the total number of participants is typically very high, in the course

of the second activity agents initially restrict the number of potential cooperation partners by
forming neighbourhoods) of nearest neighborsased on a distance function which quantifies
physical distance between units in the grid. Tmesghbourhoodsllow to reduce communication

and calculation costs while taking grelated aspects into account. Moreover, a respecti
approach generally allows for the provision of topolagyare power products within a specified

grid area and procures system services like redispatch capacities for congestion management.
However, neighbourhoodsre not necessarily fixed because ageats iteratively expand their

scope if coalition formation within the current one was unsuccessful.

Coalition Formation As third activity, agents form coalitiors within their previously defined
neighbourhoodsn order to join forces and collectivelfulfii common target products. The
decentralized coordination process for coalition formation is based on the standardized Contract
Net Protocol[37] as shown inFigurel7. Accordingly, agents can either take on the role of an
initiator or a responder. While the former starts a formation process by sending requests to agents
of its neighbourhoodthe latter reacts to respective queries by sending appropriate réfsies.
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precisely, an initiator starts an iteration by initially determining the trust values of its potential
cooperation partners. If these satisfy a defined threshold, it sends a call for proposal to the
respective agents including its current coalition payload. Each addressed responder then
determines if the members of the initiatoros
the case, checks for a utility maximizing regrouping of the initiator and responder coalition. If an
according rarrangement is possible, it sends a respective proposal to the initiator. For each
received reply, the latter first verifies the trust values of the new members and then checks for a
utility maximizing regrouping taking all responder coalitions into actoBased on the result, it
informs the responders about the acceptance or refusal of their proposals including the calculated
coalitions as payload. If its proposal was accepted, a responder then starts the actual regrouping and
notifies the initiator abduhe result. In case the restructuring was successful, the initiator conducts
the required regrouping actions as well. Finally, if the formation process made the ifutfidtds

target product and the latter was successfully delivered, both agesdse upeir trust values
according the actudlehaviourof the agents (for a more detailed description of frelstted issues

see [37]. Contrary, if the initiator has not fulfilled its target product yet, it has different options
depending on its formercdons. First, it can execute the protocol again and start another try to
extend its coalition within the curremeighbourhood Second, if the number of attempts has
reached a maximum threshold but tredghbourhoods still expandable, it can widen theope of

the very same in order to increase the number of potential cooperation partners. Third, if the
neighbourhoodalready covers the whole grid, the initiator can go back to the first activity and
identify a new product portfolio along with an accordiogeration schedule. However, if all of

these options are not feasible, the agent terminates coalition formation for the given target product.
For all other target products which were successfully traded and delivered, it executes the last step
of value dstribution.
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Figure17: Communication protocol for coalition formation

Value distribution After the transaction of a delivered product is completed, agents distribute the
value gained from cooperation among each other. The approach developed fapthés jmibased

on a game theoretical model which allows an (at least approximately) fair distribution of the payoff
using the Shapley value as solution concept. The latter generally determines the individual shares
according the average marginal contribnd the agents make to a delivered product. More
precisely, the developed approach considers the contributions which an agent makes to the different
attributes of the target product. The latter are given by the target electricity amount to be delivered,
the target cost at which the energy is provided, as well as the target error by which the delivered
energy approximately deviates from the contractually specified amount. Given these, the approach
uses concepts from cooperative game theory and definesnaokty game which puts the
contributions of the members to the different attributes into context. Based on the specified game,
the Shapley value of each agent can be calculated reflecting its average marginal distribution to the
target product and thus aif distribution according the defined fairness axioms (28¢ for a

more detailed description of the Shapley value). Although respective -calculations are
computationally intractable for high numbers of players, the specific model allows for the
applicaton of an approximation method being efficient even for large coalition [§2¢s

5 Conclusion and Outlook

The research in WR.2 yielded a comprehensive approach for the-agifinized formation of
coalitions in electricity markets. In particular, the eleyped mechanism provides concepts for the
identification of utility maximizing product portfolios, the formation of topolayyare
neighbourhoodsthe decentralized formation of coalitions, and a fair distribution of the final
payoff. The approach was dwvated in a comprehensive DOE study investigating its algorithmic
characteristics and applied to scenarios which were developed in an interdisciplinary effort by
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participating institutions of Smart Nord. With regard future work, the following topics may be
further examined:

1 Overlapping coalitionsDYCE currently restricts agents to join only one coalition at each point
in time. Future work may examine the case of overlapping coalitions in which members can
make contributions toeseral coalitions concurrdpt

1 Alternative mechanisms for value distributiohs described in the previous section, DYCE
uses the Shapley value in order to allow a
may investigate alternative game theoretical solution conceptshiékcore which provides for
a stable division of the obtained payoff.

1 Unreliable communicationThe DYCE mechanism does currently not provide concepts for the
management of unreliable communication. For instance, in the course of coalition formation
messiges may arrive out of order or even get lost. Respective communication errors have to be
appropriately handled in order to guarantee reliable system performance.

T Integration of business processé&sie provision of power products is generally associatéu wi
according business processes like the metering of the produced electricity or the execution of
the respective financial transactions. Corresponding activities are currently not part of DYCE
and may be integrated in order to allow for aroeation of tke according tasks.
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Wor k Palk.ka@pti mi zation of Cl ust

Jorg Bremed, Astrid NieRé&? andMichael Sonnenscheih

1 Goals and Integration in the SubProject

A crucial question regarding all smart grid related optimization algorithms is howhtevac
feasible solutions if different individually configured and operated energy resources are involved.
As we regard scenarios where distributed devices are independently operated by different
operators, all devices are individually configured with a pudtlicly known setup. Dynamically,

such devices are clustered into different groups afperating units.

This dynamics will inevitably lead to a necessaryoperation of unacquainted energy units.
Without central control (with a central, static modeljividual search spaces of different uriits
representing the individual capabilities within a gréupave to be integrated to a model for the
optimization problem at runtime and thus be automatically derived. Each individually operated unit
has its owrset of different schedules to offer for a scheduling algorithm. This flexibility depends
on the current, individual configuration of the unit, several (technical) constraints for operation,
current operational state, and, if applicable, on state and eetgrits of coupled unitse.g. on the
thermal demand of a house in case of-g@oeeration plant.

Modelling the optimization problem that determines an optimal (with regard to target load profile
resemblance, cosfficient and ecdriendly operation, presvation of reserve flexibility for

control tasks, asf.) operation schedule for each member of the group such that the group as a whole
achieves the given targets cannot be attained a priori as a static model. Due to the dynamic nature
of the problem andgymanent rerganization, the model of the current optimization problem (one

for each group) has to be derived automatically right after forming a new group of electrical units.
Individual flexibilities and constraints of these units have to be integoatdite fly.

The aim of this work package is to find an appropriate method to provide scheduling algorithms
with a means for exploring the search space of arbitrary devices without any domain specific
knowledge (in the sense of device operation, constraintest models). The method should work
independently of any specific schedule setting for timely resolution, duration and integrate current
operational setting of the device.

The main target of this work package is support for scheduling algorithmsrthidess, the
integration into sulproject one is defined by several interactions between work packages. Work
packagel.2 needs a means for generating a product portfolio that consist of feasible schedules
which must be generated without knowing the specihit modelling Schedules in the portfolio

need cost indictors for evaluating suitability of the schedules for use during coalition formation.
Work packagd.4 is responsible for continuous-seheduling which directly involves the
flexibility model from this work package for ensuring feasibility during scheduling and therefor
took over the integration of distributed optimization into the concept of DVPRO{ga®iew of the
SubProjectsection3). Work packagé..1 delivers unit models for batteries that used here.

2L Universityof Oldenburg 26111 Oldenburg, Germany,
{forename.surname®informatik uni-oldenburg.deDepartmenbf Computing Science,
“2 OFFISi Institutefor InformationTechnology, 26120ldenburgGermany
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2 Related Work

Effectively solving real world optimization problems often suffers from the presence of constraints
that have to be obeyed when looking for feasible solutions. This holds especially true for problems
from the smart grid domaiwhere each electricity unit has its own individually configured and
constrained search space of alternatively operable schedulept@2[44]. Several techniques for
handling constraints during optimization have already been developed; mostly fal gempose.
Nevertheless, almost all are concerned with special cases of NLP or require a priori knowledge on
the problem structure in order to be properly adapted [45]. Some prominent representatives of such
techniques are: the introduction of a penattp ithe objective function that devalues a solution that
violates some constraint, the introduction of a repair mechanism for infeasible solution [46], or
treating constraints as separate objectives. A good overview on condtexidtsg techniques can

for instance be found in [47] or, more recently, in [48].

In order to give an algorithm hints on how to construct a solution, so called decoders may impose a
relationship between feasibility and a special representation: the decoder solution. For example,
[48] proposed a homomorphous mapping between-dimensional hyper cube and the feasible
region in order to transform the problem into a topological equivalent one that is easier to handle.
Earlier approaches used Riemann mapping [50] or Sch@aniztoffd mapping [51]. Such space
mapping techniques are usually used in engineering with the objective to substitute
computationally expensive models with a coarser grained surrogate madebg2

Another use case that exploits a space mapping approachribingl@ decoder for constrained
search spaces from a support vector based surrogate model has been preserjtd&5h [B4th

this approach the authors propose a-$tep process: First, they have a support vector model of the
feasible region learned,e. a classifier that distinguishes between operable and not operable
schedules. In this work, this model is further extended. A decoder function is derived, that is able to
map an arbitrary solution candidate to an as far as possible similar but feadiitien. In this

way, they get a means that guides a search algorithm where to look for feasible solutions and the
constrained problem is transferred into an unconstrained one that is much easier to solve.

3 Methodology

Each unit has an individual flexiliy, i.e. a set of alternative possibilities for operation. As we
consider dayahead planning within this work package, we are interested in the set of alternative
schedules that are all operable for a unit for the following day.

In order to design a dewedndependent standardized model for representing this flexibility and all

restricting constraints in a way that arbitrary planning algorithms may integrate the models on the

fly to a problem specific optimization model, different gubblems had to be ked. This

includes at a first stage the abstraction from device specific models by representing the individual
flexibilities with the help of sets of feasible schedules. Such a set of schedules must be generated

with the help of a device specific simutatimodel. This is the only stage where expert knowledge

is necessary for adapting a simulation model to a specific instantiation of a device and to the
specific embedding into the devicesd operational
least asemiautomatic task by follovup work.

From these sets of feasible schedules that already represent as a stencil for the feasible region the
individual flexibilities and indirectly incorporate individual constraints, a formal representation has

to be deried, that can be used by different planning algorithms in a standardized manner. First we
derive a machine learning model from a training set consisting of feasible schedules that
automatically learns a model for the hidden functional relationship thatndees feasibility

60



Decentralized Pnasion of Active Power

within a training set. Such a model is already capable of telling feasible and infeasible schedules
apart without having to know anything about the original device, restricting operational constraints
or any device specifianodelling of operation. But, for efficient optimization, a means for
systematically generating feasible solutions is needed. In many criteria scenarios, such a means
should also be capable of generating good solutions with respect to different objectives. Again, this
should be possible without giving the planning algorithm any direct and specific model for
individual cost calculation for these different objectives.

To achieve this, we refined the concept of a so called decoder [49] that is capable of systematically
geneating feasible solutions from an unconstrained solution representation. Such a decoder can
easily be integrated into most common optimization approaches.

unit- example search space decoder opTTIZaton
simulation schedules modell
camplin machine space constraint
piing learning mapping free problem

unit simulation support vector centralized
. - support vector
successive classifier standard
. . decoder ..
sampling integrated key . heuristics
o constraint-free .
distribution performance . decentralized
T formulation
assessment indicators methods
_E ana#ytical vsi statistical Hausdorff- small scenarios
= perromace anatysis o measures integrated
S statistical classifier tructi i ulati
5 distribution and evaluation reconstruction simulation
@ behaviour analysis errors scenarios

Figure18 Procedure model and evaluation concept of \&P

Due to a lack of available real powarits, all concepts and implementations of this work package

have been evaluated and tested by simulation studies. A design science approach had been chosen
as a research concept for designing and developing the artifacts that constitute the optimization
approach of this work package. In this way, wadfined sub problems may be scrutinized and
solved separately [56] in order to minimize the risk of a complete failure. Artifacts represent
structured entities, such as software prototypes, mathematicalgrardelgical constructs. These
artifacts were subject to rigorous evaluation both by analytical methods and by function tests.
Results can for example be found in][ 58], [59].

Additionally, the process model for Smart Grid algorithm engineering [6@pgses a strong
integration of domain knowledge during conception stage, which was brought in feo8nthrt
Nord project community.
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4 Main Results

The main result of this work package consists of the conceptual and formal description of a process
chain forflexibility modelling(c.f. Figurel8, constrained handling, and optimization as well as the
prototypical implementation artifacts of all modules.

The main outcome of this work package is the decoder that finally enables the integration of
arbitrary energ devicesbd flexibilities i nto optimizat
implementation of or adaption to device specifiodelling constraint description or objective

specific evaluation. To gain this result, several prerequisites had to be solvedthithggection

lists the results of the subhsks that finally led to the decoder construction.

4.1 Flexibility Model

Each energy resource foremost has to serve the purpose it has been built for. But, often such a task
may be achieved in different alternativeays. For example, it is the main purpose of a co
generation plant to deliver enough heat for a varying heat demand in a house at every moment in
time. Nevertheless, heat usage is usually decoupled from heat production by using a thermal buffer
store. Thusdifferent production profiles may be used for generating the heat. In turn, this leads to
different respective electric load profiles that may be offered as alternatives to a scheduling
controller.

Each individual energy unit offers a set of operable dules for a given (future) time horizon. We
regard a schedule not as a time series but as a v@tter , with the number of periods d
(typically 96 for dayahead planning) and theti element denoting the respective amount of
electric energy produced @onsumed in this period dr equivalentlyi the mean active power
output or input during this period. With operable, we denote a schedule that might be operated
without violating any technical constraint. Constraints restrict the vector space thahsdmeaset

of feasible (operable by a specific device) schedules. These constraints can be interpreted
geometrically. Without any constraint, the whole hypercuiie (active power between 0 and
100%) would be a model for the region of feasible scitesl With every constraint, different parts
(regions) of the hypercube fall off the feasible region, because the respective schedules are not
operable due to the constraint. Only the finally remaining region (hypercube minus superposition of
all regions pohibited by constraints) is the feasible region of the DER. Only from this region,
schedules might be taken during optimization. Please refer to [44] fordepih discussion with
evaluation results.

It has been shown in [51] that the feasible regionparable schedules is not necessarily a convex
polytope or a single and connected region. For this reason, concavity and clusters have to be taken
into account, too. These considerations led to Bk models based on machine learning
approaches that paure the topological traits of the feasible region as a compact description.
Support vector data description [61] has shown good performance for this use case. Given a set of
schedules, the inherent structure of the region where they reside in is devifelbws: After
mapping the data to a high dimensional feature space, the smallest sphere is determined that
encloses all images of the schedules. When mapping back the sphere to schedule space, its pre
image forms a contour (not necessarily connectedpsing the sample. A detailed explanation of

the mathematical background and the model can for example be found]ifg8R In the
following, the approach is briefly summarized.

The feasible region that forms a ssjace inside the vector space ofsmhedules and that only
contains the operable schedules is described by a decision function. This decision function
distinguishes the feasibility of a given schedule by comparison with a schedule from the boundary
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of the feasible region. As usual in suppeector methods [64] the learning algorithm selects a
subset from the training set that represents the rest of data best. This support vector subset can be
used in conjunction with a derived decision function for classification of arbitrary other sehiedul

The feasible region is represented as some high dimensional ball. All support vectors lie on the
boundary of the feasible region, thus there images in the high dimensional space of the ball lie on
the surface of the ball. Thus the distance of the inthgegiven schedule to tleentreof the ball

can be compared with the distance of a support vector. A larger distance indicates that the image of
the questionable schedule lies outside the ball and thus the schedule lies outside the feasible region
and hus it is not operable by the device.

In this way, the feasible region of the search space of an arbitrary energy unit, i.e. the flexibility or
the set of alternative operable schedules, is represented as-timageeof a higkdimensional ball.

Only the comparably small set of support vectors together with a vector ekeronvalues for
weighing the support vectors is neededrfardellingthe flexibility of a device. The model might

be used as a bladlox that abstracts from any explicitly given formaainstraints and allows for

an easy and efficient decision on whether a given solution is feasible or not. Moreover, as the
distance (decision) function mapsstoand hence allows for comparing two solutions with regard

to their feasibility.

4.2 Sampling

A prerequisite for learning the model is the availability of a training set consisting of feasible
schedules. This training set serves as a stencil for the feasible region of a specific energy unit
operated starting from a given specific initial situation. Rdglding up such a training set, a new
samping method has been developed.

In general, the domain of an indicator function that map schedules to {true, false} depending on the
operability of a schedule with respect to a given device and a given startucatifig has to be
sampled so as to get a set consisting merely of feasible schedules. To achieve this, sets of schedules
have to be tested against a simulation model that may decide on whether the given schedule would
be operable by the device or not. Unfmately, standard sampling methods hardly work for
schedules with higher dimensionality due to the very fast shrinking likelihood to randomly guess a
schedule that is actually operable. In order to avoid intractability, a successive sampling method
has keen developed that builds a trainisgt and at the same time forces the simulation model only

to implement a minimal interface. The method constructs feasible schedules step by step instead of
trying to guess complete schedules at a time. A detailediplmcrof the new methods and its

time saving features ngor example be found in [59].

4.3 Decoder

As the core concept for integrating the flexibility model with arbitrary optimization methods, a
decoder has been developed. Basically, a decoder is a aonktmadling technique that gives an
algorithm hints on where to look for feasible solutions. It imposes a relationship between a decoder
solution and a feasible solution and gives instructions on how to construct a feasible solution [47].
For example, [49proposed a homomorphous mapping between-dmensional hyper cube and

the feasible region in order to transform the problem into one that is easier to handle.

The solution here derives a mapping function from the support vector flexibility model that is
capable of mapping an arbitrary given (not necessarily feasible) schedule to a respective one that
lies inside the feasible region and is therefore operable by the respective device.

The blackbox support vector model represents the flexibility of a asitpreimage of a high
dimensional ball. This representation has some advantageous properties. Althoughirtiagere
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might be some arbitrary shaped rmmtinuous blob im  (left side of Figurel9), the high
dimensional representation is still a ball and thus geometrically easier to handle (right side of
Figurel9). The relation is as follows: If a schedule is feasible, i.e. can be operated by the unit
without violatingany technical constraint, it lies inside the feasible region (grey area on the left
side inFigure19). Thus, the schedule is inside the-prage (that represents the feasible region) of
the ball and thus its image in the hidimensional representatidies inside the ball. An infeasible
schedule lies outside the feasible region and thus its image lies outside the ball. But we know some
relations: thecentreof the ball, the distance of the image from teatreand the radius of the ball.
Hence, we camove the image of an infeasible schedule along the difference vector towards the
centreuntil it touches the ball. Finally, we calculate the-pnage of the moved image and get a
schedule at the boundary of the feasible region: a repaired schedulenthatfesasible. We do not

need a mathematical description of the feasible region or of the constraints to do this.

R¢ H)

Figure19: General scheme for the proposed decoder scheme

4.4 Optimization

Integration into optimization has been evaluated with differentmipition approaches. Among
them are centralized approaches as well as distributed approaches.

The integration works in two successive stages: a decoder training phase and the actual planning
phase. During the training phase a decoder is calculated foruadcffhese calculations can be

done fully parallel. During the succeeding planning phase, these decoders are used by an
optimization algorithm. The aim of the optimization is to find a schedule for each unit in a cluster
such that the sum of all schedslén the cluster resembles a wanted target schedule. For
optimization, the search is defined on the whole set of all schedule. In this way, no precaution has
to be taken to deal with any (apart from the box constraint of always being between 0 and 100 % of
maximum power) technical constraints of the units. The optimization algorithm does not need to
know which schedules are operable and which are not while navigating through search space.

In each iteration, new candidate solutions are generated. Formally active power planning use

case, this candidate is a feature vector from search space comgaings of mean active power

(one for each time slot) and some predefined describing indicator values. Such indicators
characterize the load schedule lwitespect to different optimization objectives. As a candidate
solution is taken from the unconstrained vector space of all possible solutions regardless of the set
of constraints that prohibits the operation of certain schedules, infeasible solutiomesiaedly

also taken. In order to repair such infeasible solutions, the decoder is harnessed for repairing
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infeasible solutions prior to evaluation. The decoder then constructs a new vector with the
following properties:

1) The firstd elements are valuesafct i ve power t hat C 01 8 fyphétut e a
is operable by the respective unit for the given time frame.

2) The schedule has been constructed such that the disitgmpedis small.

3) The nextl elements are indicator values that correctly describe the constructed (not the
original) schedul ebs performance in achieving
learned with the SVDD, too.

Now, the feasible canditia solutionp @an be evaluated for comparison with other solutions to
pick the best. In a many objective problem, evaluation is done with respect to the global objective
of minimizing the distance to the target schedule and with the help of each intheatdescribes

the schedule with respect to further objectives.

Many types of optimization algorithms are suitable. For scalability reasons, heuristics (evolutionary
algorithms like simulated annealing, population based approaches or genetic algorithms) o
distributed approaches are most promising.

As a first attempt, model and decoder have been tested with centralized optimization methods. For
this approach there are mainly two reasons: easier (and leaner) implementations and better control
during tests ad the chance to use approved, standard optimization methods from widely accepted
libraries. The tested centralized approaches can be categorized into population based heuristics and
other evolutionary approaches. An example is given by the use of Paeatipkring in [65].

The integration into distributed optimization was done in adtep approach. First, a new greedy
approach has been developed especially suitable for the decoder [54]. Implementation for the
DVPP approach was done by adapting the idistied, approved optimization approach COHDA

[66] (constrained optimization heuristics for distributed agents), which had beforehand already
been successfully integrated with the decoder approach for constraint handling [66]. The
integration with COHDA inSmart Nord was done by work packdgé and is in greater detail
described there. Margbjective optimization was integrated in the COHDA approach, but had also
been tested with centralized approaches [65].
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Figure20: Example result for a cluster with @@o-generation plants

Figure20 shows an example result for a cluster with 10@eneration plants that jointly want to
achieve a given target schedule for a whole day. The graph on the top shows the target schedule
together with the optimization resuthe cluster schedule that resembles the product. The residual
error is displayed beneath. The two lower graphs show the more important aspect: the compliance
of the result with different constraints. The grey bands show the allowed ranges for activefpower

the modulating plants and of the temperatures of attached thermal buffer stores respectively. The
individual schedules stay within the allowed range during optimization. An additional constraint
for a minimum dowrtime of one hour after shidiown is aso obeyed. Thus, the set of decoders for

this individual optimization problem instance generated a valid result without knowing anything
about specifienodellingor constraints.

5 Conclusion and Outlook

In this work package, we presented a new approach dost@int handling especially for
applications in smart grid load planning scenarios where devices with private or otherwise not
publicly knownmodellinghave to be integrated on the fly into common optimization models even
without explicitly know models fothe units, their technical or economical setting, constraints, or
any specific relation to different optimization objectives.

The process chain that produces the decoder that is capable of systematically producing feasible
solutions in the devids placeduring optimization or planning has been presented with focus on
the different stages: starting with abstracting from the device simulation model by generating a
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surrogate from example schedules (as a general an device independent representation of the
feasibility) and ending with an automated process of deriving the decoder that generates operable
schedules together with assigned performance indicators (describing the result with respect to a
configurable set of objectives for many objective planning).

Integration into many optimization algorithms has been successfully tested. With the help of the
decoder approach any algorithm gained the capability of producing valid solutions without any
explicit model of the energy units that are to be orchestratedpfdsented approach is already
applicable for generating decoders for the representation of individual devices. An extension to the
representation of a group of devices by a single decoder (e.g. in cases where the set of devices of a
larger organization s as a manufactory is represented by a single agent) still demands some
further development. Especially the distribution of feasible schedules will need some additional
attention in order to adapt the sampling properly to the folding of individual sehdidtibutions

when representing combined flexibilities.

For future integrated optimization of active and reactive power some further improvements
regarding the representation of the schedules are possible. This could for example be achieved by
using comfex valued support vector machines instead of real valued.
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Astrid NieRé®, Jérg Breméf andMichael Sonnenscheih

1 Goals and Integration in the SubProject

It is the core idea of the dynamic virtual power plant B to identify an optimal (with respect to
several given objectives) schedule for each device within a group of energy units such that the
accumulated schedules of all units resemble a market given active power schedule (a product) as
close as possiblef €ach unit can actually operate the assigned schedule during the whole product
delivery phase, the cluster delivers the product as committed on market. But, in reality usually
unforeseen events often inhibit a direct implementation of the initial plaso-generation plant

might shut down earlier due to unexpected low thermal demand, a device might go offline due to a
malfunction, or some forecasts for weather conditions might have changed. In any case, a deviation
of the actual operation from the initijglan has to be detected and actions have to be taken to steer
the rest of the group in a way that it stays on track during prddifitihent. All unit agents have

to follow the same task in the last phase, from unit schedule configuration until thectprodu
delivery is finished: They have to ensure the delivery of the DVPP active power product.
Therefore, the unit agents continuously (e.g.
and check it for schedule compliance. If a unit is not followtimg desired schedule and if the
overall DVPP active power contribution will nflfil the defined product, as a consequence a
rescheduling is performed within the DVPP agents.

This leads to a need for continuous monitoring of the energy production (dralegtly
consumption) by the energy units themselves. A rescheduling is needed in those cases, where the
summed deviations of t he DYuRIfRents If peodustfulilmentu ni t s
cannot be guaranteed anymore, rescheduling is triggeredch cases, a new optimization run for

the deviating cluster has to be conducted for the remaining time frame and with changed situation
as the new initial state. The optimization function for continuous rescheduling therefore has to be
formulated asitne-dependent optimization function, where these factors are convexly combined
and given hard constraints like prodéfilment and other criteria (g. power grid related criteria

or cost functions) are taken as side conditions.

As the general methoday used for optimization in this work package is strongly related to the
optimization approaches from WIP3, both work packages are linked in terms of abstraction from
the real energy unit by using the same meta model for representation of the fegfiblefan

energy unités operable schedules for dynamical

newly formed cluster. The optimization problem scrutinized in this work package is an extended
version of the one from WP.3. Thus, the solution fooptimization developed in this work
package is also used for the initial internal optimization of a DVPP. The set of coalitions from
WP 1.2 gives the set of DVPPs that continuously have to control their own product delivery and
that are hence the subj@ttoptimization in this work package. Additionally, dependencies of units
that are members in more than just one coalition (in consecutive products) have to be solved within
this work package.
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2 Related Work

An overview on related work regarding dynamic r@ggtion of energy units in the distribution grid

is given by[67]. Several approaches for distributed scheduling algorithms with applications to
large scale problems in the energy domain have been scrutinized in this work package. Among
them are algoriths for autonomous virtual power planf88], stigmergy based multi agent
planning systemf69], adjusting algorithm§r0], and holororganized clusters of energy unitd].
Important for the DVPP approach is a support for decentralized evaluation asc@ptsoof the
approach have to be decentralized due to a lack of a common memory or a designated leader within
the DVPP. Moreover, support for the integration of private constraints is mandatory. Integration of
continuous rescheduling can be integratedarmost approaches. Stigspgd68] supports private
constraints and decentralized evaluation but fails to handle complete schedules as it is just
appropriate for one single planning period. Thus, the approach CQWI)Aooks most promising

for adaption tdhe use case of continuous rescheduling in a DVPP.

Moreover, to cope with possible voltage range deviations the grid topology should be an optional
parameter in the aggregation process and within the operation of DVPPs. In contrast to the
transmission gd, where a continuous measurement allows for detecting violations of operational
constraints, no such infrastructure is available in the distribution grid. Due to the large amount of
units in the distribution grid, the identification of the most efficiemit to avoid a critical grid state
cannot be deduced manually. Additionally, the underlying optimization problem of identifying the
most efficient mitigation actions is challenging due to thelirarity and nordifferentiability of

the underlying poweflow equations as shown y3]. Therefore, statef-the-art control systems

on the transmission level cannot be transferred directly to the lower voltage levels due to a lack of
reattime information and the large complexity of thedispatch problem. &ently, a lot of work

has been done to overcome these problems like e.g. the work d@dé im this work package, a
simplified graph based approach has been developed for this purpose.

3 Methodology

The strength of the used distributed optimization epph COHDA[72] is its ability to advance

the improvement in achieving the overall objectives during optimization solely based on local
decisions. An agent takes these decisions based
from received messag. In this way, any agent decides on its own actions such that the global goal

of resembling the target schedule defined by the energy product is put forward best while at the

same time each agent is acting to its own interest. More precikBelypehaviar of an agent

comprises three stages:

1) Perceivei Incoming data from other agents are imported into the local working memory.

2) Decidei | f new data has been received in the fAper
adapting its current schedule selectiegarding better alternatives with respect to the updated
knowledge. Here, both global constraints (e.g. the costs of a schedule selection in the global
context) as well as local constraints (e.g. preferences of the unit regarding individual schedules)
are taken into account.

3) Acti Agai n, if new data has been received in the
new data to its neighbouring agents (including the possibly adapted schedule selection from the
Afdeci ded stage).

The process terminatesaut o mou s | vy, when no agent is able to
stage any more, thus producing no new data. More details on COHDA can be f¢r@ in its
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existing form, however, the COHDA approach lacks some essential features for the centinuou
scheduling in DVPPs. Thus the following extensions had to be developed:

Product dependencyi In the DVPP concept, an agent can participate in multiple consecutive
products within the planning horizon. Each product corresponds to an individual DVPP
compo#tion. Hence, the data model of COHDA was extended to reflect the affiliation of data to
specific DVPPs. Moreover, schedule adaptations of an agent during a rescheduling process within a
DVPP may in principle endanger product fulfilment of subsequent D¥®Pagent is a member

of, because the subsequent state trajectory of the energy unit (and thus the remaining flexibility) is
modified by a schedule change. To compensate for this effect, all commitments of an agent have to
be taken into account while seling schedules during a rescheduling, such that subsequent DVPPs
are not affected.

Secondary objectivesi Integration of secondary objectives into the schedule selection and
evaluation process during optimization has to be tackled on two different IEwsison the global

level, the evaluation of selected schedules has to be done for different optimization objectives. This
is achieved by building the evaluation function as a convex combination of all criteria. In this work,
exemplarily two objectivesdve been chosen: product quality and cost. With this criteria, it has
been shown that product fulfilment can be achieved at lower cost if integrated into the evaluation
function. Second, local objectives are modelled along the approach from work padkatjeis
includes local hard constraints (i.e. feasibility of schedules, see ségtias well as local soft
constraints such as profit limits or costs. Those are integrated directly into the search space model,
cf. Figure2l:

intra unit constraints .(

= B o
modeled by search space

model to gain a constraint free
iﬂl representation
of the set offall schedules

commited product
grid restrictions

local constraints

hard | soft

) . e.g. min.
pUblIC: power

- profit limits

private load profiles operation cost

Figure21: Concept for moelling unit constraints in rscheduling

Without private preferences for schedule selection, the decoder would generate merely valid
schedules for improving the optimization result regarding quality of product delivery and global
soft constraints. Integriag private preferences into the process of building the search space model
enables for automatically generating valid schedules with annotated indicators for local preferences
and for automated exclusion of undesired schedules. A detailed explanatiis mfotedure can

for example be found ify5].

Continuous schedulingi The COHDA approach is designed for solving distributed combinatorial
optimization problems. Regarding the continuous scheduling in the DVPP context, the capabilities
of the agents hatb be extended significantly. In particular, agents have to monitor their associated
energy units in order to detect incidents during product delivery, and take measures to compensate
unwanted effects. Moreover, with the possibility of agents being parmaré than just one
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coalition, the treatment of incidents becomes a complex task that has possibly to be carried out by
several DVPPs. Therefore it has to be ensured that the distributed scheduling approach still
converges to valid and sufficient solutianmsder these circumstances.

4 Main Results

The main artifact developed in this work packageDignaSCOPEiT Dynamic Scheduling
Constraint Optimization for Energy Unit$he approach is capable of detecting events that cause a
demand for reactive scheduling/PPs (seHdiagnosis) as well as performing the rescheduling

of units within DVPPs (selhealing). As the approach thus realizes both an dges#d planning

and control system, a hybrid agent architecture derived from the InterRRaP archjs]tise
employed. The resulting architecture organizeshibleaviourand the knowledge of an agent in
successive layers, which directly resemble the tasks an agent performs in the approach
(cf. Figure22).

Cooperation Interface

Cooperation Layer < » Cooperation Knowledge

I

Global Planning Layer 4—- Global Planning Knowledge

I

Local Planning Layer 4—- Local Planning Knowledge

I

Local Monitoring and
Evaluation Layer

Behavior Layers
Knowledge Layers

i Unit Knowledge

[ Unit Interface |

Figure22: Hybrid agent model of DynaSCOPE

Focusing orthe treatment of incidents, the architecture is described from bottom to top as follows:

Local monitoring and evaluationi This layer realizes the interaction with the energy unit under
control. In particular, this comprisesetltonfiguration of the unite(g. setting a schedule) and the
detection of incidents, possibly causing a rescheduling.

Local planning i This layer covers the schedule selection task with respect to the energy unit
under control only. More precisely, the search space of feasible $ehéslisearched whenever
needed. For instance, such a situation occurs when an incident has been detected at the monitoring
layer that invalidates the currently configured schedule. The agent now tries to find an alternative
schedule that compensates theident on the one hand, thus maintaining produlétment, and

satisfies unispecific soft constraints on the other hand. If such a schedule cannot be found, a local
compensation of the incident is not possible. The detected incident is then egcathtedlobal

planning layer for further treatment in the agent system.
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Global planning i This layer contains the algorithmic components for the conjoint scheduling
within a DVPP. Primarily, this comprises logic concerning the selection, processingegration
of data exchanged with other agents.

Cooperationi This layer finally handles aspects regarding interaction with the agent system, such
as maintaining communication channels to other agents, dispatching outgoing messages or the
preprocessing of toming messages.

With this bottomup approach regarding the treatment of incidents, an agent primarily is
responsible for keeping its energy unit in a state that does not impair the delivery of powetsproduc
the unit participates in . the product fuilment of the DVPPs the unit is a member &igure23
visualizes this process in detalil.

Cooperation Interface

Cooperative Cooperation
Search Knowledge
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i reconfiguration i memor
planning g v Knowledge

horizon]

v n

Y, determine create search Local Planning
select schedule «
schedules y space S Knowledge
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Unit
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check for
incidents

» unit configuration

Unit Interface

Figure23: Workflow of a DynaSCOPE agent during product delivery

During the delivery of a power product, each agent continuously monitors its respective eitergy un
for deviations from the configured schedule (bottom right in the figure). If a detected deviation
exceeds a preconfigured sensitivity threshadd?d), an incident is reported to the local planning
layer. Here, the search space model has to be recriiiedas the incident invalidates the
previously calculated search space model. Then it is checked whether the incident impairs the
delivery of a product the agent participatesRf)( i.e. if a sensitivity threshold is exceeded. If this

is not the casethe incident can be discarded, as no immediate action is required, and the agent
continues monitoring the energy unit. Otherwise, the agent tries to compensate the incident locally,
by calculating alternative schedules with respect to the recreatett space model. If a suitable
schedule (respecting both global and local constraints) can be foay (t is selected as active
schedule, and the energy unit is configured accordingly. If a local compensation is not possible, or
if subsequent productgea affected by this incident, the global planning layer is activated. As
reconfigurations of energy units regarding this incident have to be finished at the end of the current
delivery interval, less than IBinutes are available for the cooperative reacticheduling. Hence,

the agent marks the point in time, in which the energy unit has to be reconfigured with a potential
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alternative schedule at the latest. Then the incident is inserted into the global planning knowledge,
which subsequently is sent toigigbouring agents, in order to begin the cooperative scheduling
process based on the COHDA heuristic.
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Figure24: Cooperative problem solving after the occurrence of incidents

In this experiment, a total number of ib@idents (CHP outages for 30 minuteach) was
simulated. The arrows in the figure depict the detection of incidents. The incidents occurred
randomly during product delivery, thus some of them were detected simultaneously by the agents.
In Figure25, the results from a series of experimenwith different amounts of incidents in the

same DVPP as above is shown. Each experiment was repeated 100 times with different random
placements of the incidents.
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Figure25: Actual product fulfilment after the occurrence of incidents
Obviously, the finalproduct quality deteriorates steadily with an increasing amount of incidents.
However, the analysis of the raw simulation data reveals that, in all shown cases, the triggered

rescheduling processes yield far superior product qualities in total than iaskewithout a
rescheduling.

Regarding the integration of costs, the following global objective function is set up:

o p I th | t—, @
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Here,/ describes a solution candidate with respect to the DVPP denoted e product
fulfilment criterion is identified by] |, while @ depicts the associated costs. Theconstitutes a

weighting factor, such that both optimization criteria are combined using a convex combination. In
Figure26, the results from a series of experiments with different valugs &oe visualized.
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Figure26: Product fulfilment compared PV share with respect to the weighting coefficeent

Each experiment in this series comprises 100 energy units, divided into 69 PV systems and 31 CHP
units. For the former, a cost factor mtAZE 7 Bvas assumed, while for the latte® TATE 7 E

was asumed. For each value |of a total of 100 simulation runs have been performed. The results
show a substantial increase in the share of PV power in the final product delivery with increasing
significance of the costs. Meanwhile, the product fulfilment criterion deterioratesnpireaduly in

terms of outliers when preferring costs over product compliance.

Finally, in addition to the selbrganized treatment of incidents with DynaSCOPE, a heuristic
method for estimating the effects of a scheduling action on the grid was develbpedlldws
approaches like DynaSCOPE to account for required ancillary services due to rescheduling directly
in the objective function of the optimization algorithm. The method comprises a grid related cluster
schedule resemblance as a metric to analysgrkd usage changes using a graph based approach,
as depicted ifrigure27.
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Figure27: Grid related cluster schedule resemblance. Left: Exemplary madiliage grid, showing an incident at
node2. Right: A weighted graph representation of the gpdruthe incident.

This metric can be used to compare different rescheduling options regarding grid usage for both
dynamic clusters of distributed energy resources and for rescheduling of static clusters like virtual
power plants. For more details, pleaster to[77].

5 Conclusion and Outlook

The results of this work package clearly show the feasibility of implementing the continuous
scheduling for tracking and updating the operations of a DVPP to ensure product fulfilment at any
time during delivery in a fily distributed way. For the first time, a fully distributed method has
been developed which ensures feasible cluster schedules dynamically after incidents during product
delivery. All results from validation scenarios, which will be published so¢gi8sshow suitable
behaviour regarding performance and scalability.

However, improvements are still to be made considering the dependencies between different
consecutive DVPP if units are member in more than one cluster. In this case, controller conflicts

emg ge during optimizati on du-schetuing.iFurtheestuliesarence f o
needed to find an optimal balance between the frequency of dynamic reconfigurations of DVPPs
andefficient scheduling of units.

As a closing remark for thiwork package it should be noted, that this approach of distributed re
scheduling of units could also be applied to schedule supply and demand in a micro grid
minimizing its residual load.
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Wor k Palk.kfa:gel nfSecmatAggmh s &der gy
Ma n angeenSy st e ms

Christine Rosingér andMathias Usla?®

1 Goals and Integration in the SubProject

Overall goal of this work packade5 (WP1.5) is the improvement of security for agdratsed
energy management systems. Therefore, this WP elaborated redhiés fallowing three main
topics of information security in the energy domasecurity consideration in general, a data
privacy concept and a conceptualization dfast modeko support the coalition formation process
of the energy agents, which is thaimpart of this WP.

The reorganization from a monopolistic electricity market to a distributed smart grid and also the
liberalization of this market with its unbundling induces the need of more information and
communication technologies (ICT}9]. The ircreasing ICT leads to a hightlreat potential as a

result of new and more intelligent actors and additional interfaces and data exchange that are
introduced in the energy domdi®0]. Thus, the energy domain requires more revised and in some
cases evenewsecurity measurdsecause of the special requirements of the energy d¢&idin

Because of former neexistence of ICT for power supply, dgigvacylegislation was also not an
issue in this domain. With the upcoming Smart Grid, more indivitklaied data is exchanged in
this field. For example, in a continuous metering scenario with assumed duantiyr
measurem@ data transfers, there are B%) transmissions per household/meter per @2k
Especially the prevention of profiling of houset®lteeds new privacy protection concepts.

The main motivation using &ust modelis the occurrence of malicious agents. Different attack
motivations[83] like e.g. achieving economic advantages can mislead malicious agents to misuse
the system for their omadvantage. In a so called worst case scenario, malicious agents can create
a system blackout if they cooperate as a so called botnet. To thwart such attacks, the application of
a reputation or a trust systg8#] shall prevent this. Additionally, suchtraist model should restrict

the actions of the malicious agents and acts as one security measure, respectively, increases
information security.

The three described topics of this WP act as edepartmental function in this project because
security alwaysaddresses every layer in an ICT infrastructure. The developed trust model is used in
the coalition formation processes in work packhdgeof subprojectone as one criterion for the
decision making of going into a coalition with one special agent orOwerall, the developed
results in this WRL5 lead to a me robust and resilient system.

2 Related Work

Related work in the context of this work package focusses sgaurity privacy andtrust related
issues. In general, the following initiatives andjpcts could be identified and classified into the
categories of Smart Grid Security in general, data privacy, trodéis and information security.

In the field of Smart Grid Securityn general, the following references were mainly considered:
The TfTRriomtne Profile for the Gat[8])bhathe Federal ©fficE mar t

for I nformation Security, Ger many ; the I EC 623

% OFFISI Institutefor InformationTechnology, 26120Dldenburg, Germany
{forename.surnam@offis.de, R&D Division Energy
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associated information exchang®at a and ¢ ommu n[86; ahel BQIEG27&GL@ cur i t yo

[B7llas the domain specific component of the | SO 2
management guidelines based on ISO/IEC 27002 for process control systems specific to the energy
utility industryof88wthdheé hei NIl STRARBuiréelBi nes for

Securityd which gives recommendations for secur
besides only security topics and standards, standardization of smart grids has to be c¢d88]dered

Besides the prewus mentioned literature, for thristworthiness facet information securttyere

was some common security literature: For the assessment of security realizations, security metrics
were used90]. To realize an improvement over existing systems or evéneirdevelopment of
architectures, risk analysfHl], [92] and principles like security by desi§iff] were applied.

For data protectiorandprivacy concerns for the smart grid domain also the NISTIR 7888 and
several further publicatiorn82], [85], [93], [94] were considered. Additionally, some sources for
metrics were necessd§0], [95].

Trustrelated literature can be divided into references for common trust considef@6ori97],
[98], [99], trust in multtagent system§l00], [101] and al® the results and publication of the
DFG-funded project O RUST [102], [103], [104] were in main focus in this work package.

3 Methodology

For this work package, the methodology and processes applied can be defined as follows. Even in
the methodology the the main topics security, privacy and trust can be identified, as can be seen
in the illustration of the methodology iRigure28. The commonsecurity considerations were
derived from risk analysis standards and a classification was created. Of pairtipaeaance was

the application of a risk analysis for the yellow pages agent as a critical part of the Smart Nord
architecture. Additionally, an emphasis was ongheacy concept, creating a categorization with
eight levels to be applied in Smart Nordig classification provides an analysis of the interfaces
exchanging critical data. Afterwards, theist model is developed for the trustworthy coalition
formation of timetablebased active power provision taking into account the identified
trustworthines facets. The next section will describe the most important aspects ansl fresul

the three main pillars.

() : ™
o e Risk analysis Standards Co.alltlon
g security literature formation process
£ 8
S .a
2 0

)

= Trust model
[
2 Data privacv
S analyses
= concept
g Yellow pages Threat Facet Facet
agent analysis scenarios credibility security

Figure28 Methodology of WPL.5
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4 Main Results

As described before, the results of this work packagere divided into three parts: a common
security consideration, a privacy concept and a trust model for the coalizing energy agents. The
results of these topics are described in this section.

4.1 Common Security Considerations

Attackers have motivations and use security vulnerabilities to penatsytem and to reach their
goal(s). They are endangering the compliance to different security goals. In the operational
scenario of the project are three different agent typesit, market, and grid ageritswhich have

different goals as malicious agent Anot her i mportant factor for
i.e. if he is an intrinsic or extrinsic attacker. In this work package several threat scenarios were
identified which cover different categories in various combinations, as can be 4&3j ifhis

threat identification is derived by common risk analyses of security standards by BSI d8BIIST

Beyond the threat identification, a common security analysis for the yellow pagesi aghot
operates as directory servitéor the coalizing agatsi mostly for the security goal authentication

was executed for different use cases of the yellow pages agent. This analysis identifies and treats
security issues of the yellow pages agent. A conclusion of this analysis is shbabidb.

Nr. Title Threat Security Measures
Registration | Entering malicious agent data redug First authentication via Postident proced

1 at yellow benefit of yellow pages, can in worg or elD of ID card or passport; creation o
pages agent case lead to system breakdown. organizational or monetary obstacle

2 Status Notification of wrong/nofts-own- Min. identification via login and passwor

Response data results bad quality of service.

Updating of | Update of not own data can lead tq

Min. identification via login and passworg
data wrong search results.

Sign-Out of another unit than the ow
4 Sign-Out unit leads to gaps in the database { Min. identification via login and passwor
the directory service.

Restriction of frequency and only local
search results; cannot be avoided
completely

Search Using search requests not for coaliti
request formationbut for data collection.

Table5: Security consideration of the yellow pages agent

4.2 Data Privacy Concept for Energy Agents

The data privacy concept can be applied fordbeelopment of ICT architectures as privdugy

design principle. With this concept, exchanged data of energy agents in coalition formation
processes ar@nalysedand categorized to identify the privacy risk of one particular date. With that
categorizatiorfurther privacy measures can be recommended.

After a first draft of the ICT architecture, this concept can be applied for the analysis of the
exchanged data to categorize the degree of personalization. For this, a metric is used which is based
on securitymetrics of security compliance monitoring. The eight categories of the arialyhisre

from category 1 to 8 the need of privacy measures incré¢ases

% Further realization of the yellow pages agent and the corresponding directory sanvireseen in
WP2.3.
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Cat.
Cat.

: Date is not individuaklated.

: Date is individualelated with several additionakternal sources.
Cat. 3: Date is individualelated with one additional external source.
Cat.
Cat.
Cat.
Cat.

: Date is individualelated with one additional intern source.
: Date is indidualrelated with several additional sources of the coalition formation process.

1
2
3
Cat. 4: Date is individualelated with several additional intern sources.
5
6
7: Date is individuadelated with one additional source of the coalition formation process.
8

: Date is individualelated without any additional sources.

The privag metric analysesthe quantity of privacy relevant data for one communication
relationship. The followin@ able6 shows an example for the categorization of the exchanged data
of an agent for a photovoltaic plant in a coalition formation process. Witlcdlegorization the
privacy risk can be identified and used for privacy measures recommendatikamgor example
reducing the exchanged data or encrypt theidadaget a privacy compliant communication.

Categories
Date 1 2 3 4 5 6 7 8
IP address X
Location X
Max. power X
Power forecast | X
Total 2 0 1 0 1 0 0 0

Table6: Data privacy categorization for energy agent

4.3 Trust Model for Coalizing Energy Agents

The trust model which was developed in this W supports theristworthy coalition formation

of time-tablebased active power provision and is the main part of this work package. The process
of the coalition formation, where this trust model is applied, is illustrated in work patkagé

this subprojectone Thetrust model consists of two parts: thieuctureand theapplicationof the

trust model which will be described in the next paragraphs.
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5 Structure of the Trust Model

The common structure of the trust model is showFigure 29.

Ope'réti n'g

reserve market .~ -

‘g ~ Trustvalue

N e

Active power

_plant .~

P ——
Functional

: correctness ~ Safoly

o

-

Information 3
------------ security

-

\-/ ' Reliability

swpuni je
\ﬁunpunqunu ) \\ﬁulpnnqumx A

Figure29: lllustrationof trust model

One main component of this structure is the integration of different facets of trustworftiitvss

and combining these facets to one trust v§BB3, [84]. Trustworthiness facets considered in the

projecti Smar toar®or d

Credibility represents the formdrehaviourof an agent.

Reliability forms a prediction value of technical data from the plant for the product delivery
performance. This facet was examined in VP

Information securityassesses realized security measures of the plgen@ystem.

Figure29 shows an illustration of the trust model. Besides the described facets, there are different
ones that will not be considered in the projg@Smart Norad but can still affect trustworthiness.
Generally, the facets are distinguishatbitrust building a priori and at runtime. Additionally, the
trust value of an agerit from the viewpoint ofd always refers to a context and is also time

dependent.

The different facets of trustworthiness are used in combination or as gahgéeas trust building
factor for the decision making in the coalition formation process. The considered facets in this
work packagé credibility and information securifiy are described in the following paragraphs.

5.1 Credibility

Credibility [105] is onetrustworthiness facet and was considered in detail in this work package. By

[104] i t is defined

as:

NnThe

bel i

ef in the

participate in an interaction in a desirable manner. Also, the ability of a systeemtaunicate

with a user consi

stent |

y

and

transparentl y.

In this project this facet credibility represents the forbehaviourof a particular agent in previous
coalition formation processes the agent took part in. The credibility value is structuwrddunt
parts. First there is theingular credibility which describes the credibility of an agent after a
coalition formation process. Then there is theect overall credibilitywhich describes the direct
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experiences (of singular credibility) in a retatship between one agent and another developed
over a time period. The third part is thedirect overall credibility which describes
recommendations of other agent to another agent over a time period. Finatlyetalk credibility
comprises the direadnd indirect relationships and calculated an overall credibility value for an
agent. In the following enumeration the different parts of the credibility value are described:

Singular Credibility: Singular credibility depends on the percentage contributioa coalition
formation proces$ a higher percentage contribution means higher credibildgd the estimated
reliability i a higher estimated reliability means a lower credibility. For the singular credibility

between two agents the following formuka assumedz = f (X, y) = MIN (L xC'Q(x+(1- y)))).
As result, the value 0 means a minimal credibility and the value 1 means a maximum credibility.

Direct credibility: Direct credibility of one agent;Ao another agent;®ver a number of coalition
formations is built on own experiences. Tioemula for direct credibility is applied as follows:

_AC(A.A)
#(C(A . A))

about A. Figure30 shows the development of the value over a time period in four different use
cases.

Ca(A, A) which means a mean value over all direct experiences aghasA

Direct credibility of household agent with assumed reliability of 85%

high degree of fulfillment

Credibility
o

changing degree of fulfillment

—— Agent with aimed
anack

low degree of fulfiliment

0 5 10 15 20 25 0 35 40 45 50 55 80 85 70 75 &0 85 o0 a5 100
Number of coalition formatiens

Figure30: Example of direcbverall credibility

Indirect credibility: The indirect credibility is built on recommendations from other agents. This
value can be used if an agent has no direct experiences with another agent with whom the agent
wants to form a coalition with or if thegents wants to improve the own value. The formula for the
indirect overall credibility’ where the agentsids r e ¢ 0 mme yisdweighied by the directA

trust relationship between And AT is applied as follows

CI(AA) = & (C2 (A, A) B3 (A A))

n=1

Figure31shows how the agentseainterrelated for the direct and indirect trust relationships.
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Figure31 Direct and indirect relationship

Overall credibility: The overall credibility combines the direct and indirect overall credibility. The
combined formula (1) is applied as follaws

ie Cail (AL A), if #(C(A,A‘-))>X Iu
Ca(AA) =i Cri(A,A),if #(C(A.A))=0 b (1)
%% . ;’ﬁr(A,Aj)+c;n"d(A,Aj)), if 0<(C(A,Aj))¢ Xi’/

This formula shows if an agent has a certain number x of direct experiences with ggeragent

can use only the direct credibility, if the agent has no direct experiences he can use only the indirect
credibility and if he has some direct exggnces butwants to improve this value by
recommendations the agent can use a combination ofibdirect and indirecti credibility.

Figure32 shows an example of the overall credibility of an agent with the use case aimed attack

from the viewofanothr agent compared to the agentds dir e
of recommendations by others can help getting a more precise value.

Direct and overall credibility of agent with aimed attack from another agents view

0,60
Direkt Credibility

——Overall credibility

Credibility
2
&

0 5 10 15 20 25 30 35 40 45 50 S5 60 65 70 75 B0 85 90 95
Number of coalition formation processes

Figure32: Example of overall credibility

5.2 Information Security

Information security[106] is one of the pvious described trustworthiness facets which were
examined in particular in this WP. This facet takes into account that the more security measures a
system of an agent applies, the higher is the assumed trustworthiness of the agent. Additionally, for
this information security facet it is expected that if an agent realizes its security measures in a
standarebased way, the agent is considered more trustworthy. Information security as
trustworthiness facet can be used as trust building a priori or as aftactioe initial trust. In the
following two sections the concept of the security assessment is described.

Basic security assessment model

In Figure33 an overview of the basic security assessment modeitatogy is depicted.
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Figure33: Assessment afplemented information security measures

The solid lines represent hierarchical relationships between the concepts shown in blue and red
striped boxes and the dashed lines are ofpjexgerty relationships, which can be reasoned. The
green oval shows thsecurity value which is calculated by the security assessment model and
which represents the result of the assessment phase.

The basic security assessment modeFigure33 is segmented into four parts. Part (A) shows
different security attackswhile part (B) shows severabecurity requirementsPart (C) shows
security measurewhich are related with the appropriaecurity standarsl depicted in part (D).
Even in part (C)y the most relevant concept for this assessméhe security assessment model
conaept is associated with tleecurity measureoncept over the object propedgsessed-inally,
this security assessment moaeincept with its assessment functions realizes the owalirity
value A more detailed description of this model can be fanrjd06].

Security value assessment method

Security assessment consists of assumptions because there are always different requirements and
every user has to decide by oneself which security requirements are the most important for his
particular use casdhe security assessment method is based on a regular risk afgysj92]

with the assumption that the more security requirements are covered the more trustworthiness can
be expected. Thus, the security assessment per agent consists of three paidse3sdrmaent per
security requiremerit, the consideration of security standabdé@nd a weighting factar i ‘®or

the final security assessment per ag¥ifd & "QQ tadveighted average with the single assessment

per security requirement'Q the assessment of standéabed realization per security
requirementYdQ, and the priority per security requiremént "(@¥can be built which can be seen

in formula(2). M 'Q & iim@lies in this case the number of security requirement

84



